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Cekuia 1. IHbopmauinHi cucTemm i TexHonoril

Afanasieva A.M., student, Department of Electronic Computers,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

ANALYSIS OF THE FEASIBILITY OF USING VPN

Using the full potential of VPNs can provide many benefits. When it comes to
ensuring privacy, security and access to online content, VPN is an exceptional tool.
And while technology has advanced significantly in recent years, there are still
technical aspects of VPN that need to be improved. Disadvantages vary from
provider to provider, but they are usually related to location, connectivity, and other
user-specific issues.

There are many reasons why you should use a VPN. One of the biggest
benefits of using a VPN is user security. Thanks to the use of VPN, all data
transmitted and received by the device is encrypted, which ensures the confidentiality
of information and prevents unauthorized access to it by third parties. Typically,
government organizations, ISPs, and hackers gain access to information simply by
intercepting it, but encryption makes it inaccessible to those who do not have
a decryption key.

VPN allows you to access content with geo-spatial constraints. Depending on
the country of location, certain online content may have a geo-spatial constraint, ie be
inaccessible. With VPN, it is very easy to bypass geospatial blocks because the
service changes the IP address to the server address, and thus misleads the website.
But there are websites that can recognize that a VPN is being used and block
access to their content.

VPN can also increase the connection speed. ISPs tend to throttle the
connection, limiting the speed of user connections. When the data is encrypted, the
provider can in no way know what is being transmitted over the VPN, and thus will
not be able to limit the capacity of the data network.

The popularity of VPNs has grown rapidly in recent years, but due to the fact
that this technology is relatively new, it still has some shortcomings. VPN is not an
ideal solution. Despite the fact that they are quite a powerful tool, VPNs can lead to a
deceptive feeling of complete security if you do not use additional security measures.
In addition to VPNs, you should also use antivirus programs and firewalls to protect
yourself from potentially malicious software.

The cost of using a VPN can be a problem. If you need to use the full potential
of VPN, you should get a premium service. Unfortunately, premium service can be
quite expensive. Free VPNs are also available on the market, but in some cases they
will not provide an efficient service.

Using a VPN can also be difficult, as not all users have enough knowledge to
take full advantage of a VPN. Specifications and protocols for both software and
hardware increase the complexity of proper use.



Analyzing the advantages and disadvantages, it is impossible to give a clear
answer to the question of whether to use VPN. For each case, you need to analyze the
feasibility of using VPN and choose for yourself just such VPN, which will solve the
desired problems in sufficient quantities.

Literature:
1. Ruban, 1. Securing the Internet of Things via VPN technology / 1. Ruban,
M. Hunko, K. Hvozdetska // 2021: Fifth International Scientific and Technical
Conference = "COMPUTER AND  INFORMATION SYSTEMS AND
TECHNOLOGIES". — 2021. — C. 94-95.
2. VM, Tkachov Increasing the fault tolerance of the application that determines the
occupancy of the communication line / Tkachov VM, Hunko MA. // A"
[TATTPOHATABIAITPOM". — 2021. — C. 80.
3. Tkachov V. Architecture of overlay network with nested vpn tunneling /
M. Hunko, V. Tkachov, M. Bondarenko // "CyuacHi HampsMu pO3BUTKY
1HGOpMAIITHO KOMYHIKAllIHHUX TEXHOJOTM Ta 3aco0iB yIpaBiiHHA" : marepiaiu
JleB'siToi MiXKHAp. HayK.-TeXH. KOH}., 9-10 kBiTHs 2020 p. — Xapkis, 2020. — C. 36.

Afanasieva A.M., student, Department of Electronic Computers,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

DEVELOPMENT OF PRINCIPLES OF VPN-TUNNELING

It is difficult to imagine a modern organization without the use of the Internet,
in addition, at the moment it is the most accessible way to communicate between
offices of a distributed organization. Affordable, but not secure and far from the most
reliable. VPN (Virtual Private Network) technology has long been widely used
to solve the first problem.

VPN is a generalized name for technologies that allow one or more network
connections to be provided over another network, such as the Internet. Despite the
fact that networks with a lower or unknown level of trust are used for communication
(for example, public networks), the level of trust in the constructed logical network
does not depend on the level of trust in the underlying networks due to the use of
cryptographic tools (encryption, authentication, public key infrastructure, tools
protection against repetitions and changes of messages transmitted over the logical
network). Depending on the protocols used and the destination, a VPN can provide
three types of connections: node-to-node, node-to-network, and network-to-network.

A VPN consists of two parts: an "internal" (controlled) network, of which there
may be several, and an "external" network through which the encapsulated
connection passes (usually the Internet is used). It is also possible to connect a
single computer to a virtual network.

A remote user is connected to the VPN through an access server that is
connected to both the internal and external (public) networks. When connecting a
remote user (or when establishing a connection to another secure network), the access
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server requires the identification process to go through, and then the authentication
process. After the successful completion of both processes, the remote user
(remote network) is empowered to work on the network, that is, the authorization
process takes place.

This is not always convenient, since it is not so easy to organize automatic
switching of VPN connections from one provider to another. In addition, the task is
exacerbated by the problem of choice: from the huge number of VPN tools that are
available on the market, it makes sense to consider only certified.

The main goal is development of principles of vpn-tunneling.

In this case, the concepts of "main" and "backup" tunnels lose their original
meaning, because, unlike a solution based on classical technologies, all tunnels are
built dynamically and automatically backed up without administrator intervention or
configuration of complex dynamic routing protocols. Connection to various types of
Internet providers is carried out without problems, their number can reach 16. The
administrator is able to control the activation of one or another tunnel for certain
types of traffic, prioritize not only the VPN stream itself, but also individual streams
inside the VPN tunnel. For example, you can put in [P-Office branches and provide
voice communication over encrypted communication channels, which will
significantly save on telephone conversations. At the same time, all settings are
carried out through a single management system through which centralized
monitoring, management, collection of logs from all branches is carried out with the
possibility of strict accounting of VPN traffic.

Literature:
1. Ruban, I. Securing the Internet of Things via VPN technology / I. Ruban,
M. Hunko, K. Hvozdetska // 2021: Fifth International Scientific and Technical
Conference  "COMPUTER AND  INFORMATION  SYSTEMS AND
TECHNOLOGIES". —2021. — C. 94-95.
2. VM, Tkachov Increasing the fault tolerance of the application that determines the
occupancy of the communication line / Tkachov VM, Hunko MA. // AIT"
[TAITPOHIIABIAIIPOM". —2021. — C. 80.
3. Tkachov V. Architecture of overlay network with nested vpn tunneling /
M. Hunko, V. Tkachov, M. Bondarenko // "CyuacHi HampsMu pO3BUTKY
iH(popMaLiifHO KOMYHIKAIlIMHUX TEXHOJIOTIA Ta 3aco0iB yIpaBiiHHA" : MaTepiaiu
JleB'sToi MixkHap. HayK.-TexH. KoH., 9-10 kBiTHa 2020 p. — Xapkis, 2020. — C. 36.



Anekcanoprok Bnaoucnae Izoposuu, cmyoenm, Yepniseyvruii

HayionanvHul yHisepcumem imeri FOpia @edvkosuua;

Jlepesanuyk Onexkcanop Bonooumuposuu, xanouoam izuxo-mamemamuyHux Hayx,
Oooyenm, Yepniseyvkuii HayionanvHuu yHieepcumem imeni FOpiss @edvkosuua,
Anekcandprok Jlinia Mukonaigna, cneyianicm opy2oi kamezopii,

Bawrxoseyvruii ghaxosuii meduyruti xoneoic

AKTYAJIBHICTb BUBYEHHS CUHTAKCUCY HIBERNATE

Java — MoBa mporpaMyBaHHS, SKa BUKOPHCTOBYEThCS B cdepax IHTEpHETY
peueii, BUCOKOHaBaHTAXEHUX CEPBEPHUX JIOATKIB Ta PO3MOAIICHUX O0YUCIICHbD.

ORM (anrn. Object-relational mapping, OO'exkTHO-pensIiiiHa MPOEKIisN) —
TEXHOJIOT1S IPOrPAMYBaHHsI, SIKa KOHLIEITyaJlbHO 300paxye 0a3u JaHUX Yy BUIVISAIL
CTaHJAPTHUX CYTHOCTEH 00'€KTHO-OPIEHTOBAHWX MOB MPOTPAMyBaHHS, CTBOPIOIOYH
«BIpTyalibHYy 00'€KTHY 0a3y HaHUX».

Hibernate — 6i06mioreka, mo 3abe3neuye ORM 3B’s30k Mik 0a30i0 JaHUX Ta
MOBOIO MpOrpamMyBaHHA Java y BUIIAIl CTaHAAPTHOTO java-Kiacy. 3aCTOCOBYETHCS
st pensitiianx b1,

Ha nanuit moment Hibernate 3acTocoByeTbcs NPAaKTUYHO B KOXKHOMY
KOMEPIIIHHOMY TPOEKTI Ha java, 1o sBisie co0oro 90% BCiX MEpeKEeBUX CEPBEPHUX
JIOIATKIB.

o nepesar Hibernate Mo)kHa BITHECTH HACTYIIHE:

e craHjapTtHa 010710TeKa, MOIMIMPEHHS 1 MIATPUMKA SIKOI SIBISETHCS 3a7a4Cro

BEJINYE3HOT KUIBKOCT1 pO3pOOHUKIB;

e JICrKUI B OCBOEHHI Ha BCIX eTanax;

e peainizye npunnunu OOII;

e 3 MOoMeHTy po3poOku (2011 p.) mpoBeaeHO 6 BETUKHUX PEIli3iB Ta CTBOPEHO
B3a€EMO/IIIO0 3 IHIIUM MONYJIIpHUM (HPEeMBOPKOM — Spring, KOTPHUI T03BOJIsIE
3aMIHUTH BEJIMYE3HY KIUIBKICTh CTaHAApTHUX MeToAiB SQL 3BHUaiHUMU
a0CTpaKTHUMU METOJaMUu;

® MIATPUMYE MPUHIIMI MIaT(HOPMOHE3ANEIKHOCTI;

® peali30BaHO KiJIbKa BHUJIB MaIlIHTy, KOTPUH BIJMOBIMAE 3a 3B 30K KJacy
3 BJI;

e miaTpumka POJO-00’€kTiB;

® HasSBHI MOXJIMBOCTI JJIi aBTOMaTHYHOTO CTBOPEHHS MPOMDKHUX TaONHIb Y
BUIIAJKy BUKOPHCTAHHS BiIOOpakeHHs CYTHOCTEH one-to-one, one-to-many
1 T.00.;

Henonmikom Hibernate TtpamuiiiiiHO Ha3WBaIOTh CKJIAJHICTh 3aBAHTAKCHHS
nanux 3 tunamu Lazy ta Eager. SIkmo yacto 3actocoByBatu Eager, mam’sTh Keury
Oyne 3abuta ganumu 3 BJI, KOTpi >KOIHOTO pazy HE 3aCTOCOBYBAJIHMCH B MPOrpami.
Lazy 3aBaHTakye 00’€KT juIle Mpu Oe3nocepeHbOMY BHUKIHMKY, IIO0 YacTO MOXKE
npu3BoauTy 10 LazylnitializeException.

dopmanbHUil iHAMKaTOp TonyJspHocTi MoBH — iHAeke TIOBE. ¥V 2020 pori
java 3aiimana mepmie Micre, B 2021 mepemictiiack Ha 2-¢. OCHOBHa MpUYMHA



BinTOKY — Python, KoTpuii sSBIsIETbCS ACIIO MPOCTIMIO MOBOIO MPOTPaMyBaHHS AJIs
cTapTy po3poOku. TuM He MeHIle, Ha java HamucaHe IporpaMHe 3abe3nedyeHHs s 3
MUIBSIP/IIB PUCTPOIB, & BUCOKUI MOPIT BXOAY 1 MPAKTUYHO MMOBHA JOMIHAIsA B cdepi
CepBEpPHOI pO3pOOKH Ta MOOUTBHUX MPUCTPOIB POOUTH IF0 MOBY OJTHUM 3 HaWKpaIux
BHOOPIB JJIs1 BUBUCHHS K 3apa3, TaK 1 B TaJIEKOMY MailOyTHbOMY.

Tax 1 Hibernate npomoBxkye po3BuBaTHCS 1 BIOCKOHamroBaTucs. B 2022
po3pobHukamu BiAOyBcst pemiz Bepcii 6.0. Llg Bepcis po3mmpuia MiATPUMKY
HepensAIiiHnX 0a3 JaHWX, IO J03BOJSIE PO3IIMPUTH B3aemoiito 3 Magento Ta
iHmmMu NoSql 6azamu.

3 11bOro MOXXHa 3pOOMTH BHCHOBOK, III0 HI MOBa MpOrpamMyBaHHS java, Hi il
0i0mioreka Hibernate He TiIBKM HE BTpaydarOTh JOJI0 PUHKY, a 1 HaOUPaAIOTh
MOMYJISPHICTh, HE MAIOYM B CBOIX cepax KOHKYpeHTIB. ToMy BHUBYEHHS CKIJIQTHOI
610mioTexku Hibernate siBNs€TbCsl aKTyaIbHUM.

Jliteparypa:
1. Tesun Kinr, Kpictuan bayep Hibernate In Action 2019. No 5. C. 119- 136.
2. Exxens b. K. ®inocodis Java, 2015. C. 78-95.

Agpanacvesa Anna Mukonaigna, cmyoenmra, XapKiecoKkuil
HaYyioOHAIbHULL YHIGepcumem paodioeiekmponiKu, M. Xapxis

ITPOEKT CTAHJAPTY HEPEJAYI MEJIUYHUX JTAHUX

3Bakaloud Ha aKTUBHUM PO3BUTOK JIUCTAHIIN TEXHOJOTIM B ycCiX cdepax
KUTTS, HE BUKJIIOUAIOUM MeIu4Hy cdepy Takoxk. B menuuHiii cdepi roctpo nocrae
nuTaHHS KOH(epeHIiitHoi Ta Oe3nevHoi nepenaydi JaHux nauieHTiB. CbOro/H1 iICHYy€
JeK1JIbKa BCECBITHIX MPOTOKOMIB NEpeayil JaHUX 3alpoBaKEHUX B MEAUYHIN cdepi,
SK1 BBaXKAIOThCSl 3araJbHONPUMHATUMU. Y CBITI JOCUTH Oararo oprasizaifiii, o
3aliMalOThCs MUTAHHIMH TeJIeMeIUIMHU. ICHY€e BenMKa KUIBbKICTh PI3HUX CTaHJApTIB
1UIa mepefadi pizHux BuAiB meauuHoi iHpopmamii: HL7, ASTM, ASC, X12, DICOM
Tomo. Ale chif 3a3Ha4UTH, IO 1[I METoau Oynu po3poOieHl Iie HaNpUKIHII
MUHYJIOTO CTONITTSA, TOMY JI€AKi 3 HUX € HeaKTyaJbHUMHU. J[esKi 3 HHUX Bce IIe
HIITPUMYETHCS B aKTyaJIbHOMY CTaHI, aje BCe K Taku 1 cdepa morpedye HOBOTO
X0y 10 6e3reyHol nepeaayl JaHuX.

Po3rmisiHeMo nekiibKa 3 BUILIEHABEIEHUX POTOKOIB.

Health Level 7 (HL7) — e onuH 13 6a30BUX MPOTOKOJIIB B3a€EMOJ1T METUYHUX
JIOJATKIB Ta MPHUCTPOIB, SKUH LIUPOKO 3aCTOCOBYETHhCS HA PI3HUX PIBHAX: BIiJ
CIIUJIKYBaHHS J1a00paTOPHOTO MPUCTPOIO 3 0a3010 IAHUX Ta JI0 B3AEMOJII MK PI3HUMHU
MEIMYHUMU YCTaHOBAMH.

[Tpotokon HL7 mae kinbka Bepciid:

e HL7 vl.x — 3acrapinma Bepcis, 0 MPAKTHUYHO HE BUKOPUCTOBYETHCS B

JIaHUH 4Yac;
e HL7 v2.X — TeKkCTOBMI MPOTOKOJ, MPOCTUH y peatizaliii Ta BUKOPUCTAHHI,



e HL7 v3.x — nHabararo CKJIAIHINIMKA MPOTOKOJI 3 THYYKOIO Ta 0Oararoro
CEMaHTHKOIO, MATPUMKOIO MIU(PYBAHHS Ta €IEKTPOHHOTO MiJIMUCY;

e HL7 FHIR (Fast Healthcare Interoperability Resources) — HOBHA, TpOCTHIA,
10 0a3yeThesl Ha BIAKPUTUX CTaHIapTaxX MPOTOKOJ.

[Tporoxon ASTM mMpoKo 3aCTOCOBYETHCS B J1a0OpATOpHOMY OOJIaJHAHHI Ta
JI03BOJISIE B @aBTOMAaTUYHOMY PEXHMI OTPUMYBATH JaHl MPO BUMIPIOBAHHS, a TAKOX
CYMNyTHI JiaHi (Aary, iM's Ta MIpi3BUILE, MAKCUMaJIbHI Ta MiHIMaJIbHI 3HAUYE€HHSI, HOMEP
BuMiptoBaHHsi Tomo). Cepen HaWMONMYJSIPHIIIMX JIAOOPaTOPHUX  KOMILIEKCIB
niarpumyroTees: AXSYM, ELECSYS 2010, Hitachi 7600, DIAGNOSTICA STAGO
— STR-R, Thermo Clinical Labsystems KoneLab Ta ixmi.

[Tpotokon X12 — me cTaHmapT €JIeKTPOHHOTO OOMIHY JaHMMH, PO3pOOICHUN
IJI €IEKTPOHHOTO OOMIHY MAIIMHOYHUTAEMOIO 1H(QOPMALI€I0 MK MiANPUEMCTBAMH.
Po3poOka mporokomy X12 Oyma 3arBepmkeHa AMEpPUKAHCHKUM HAI[lOHAJIBHUM
iHcTHTYTOM cTanaaptiB (ANSI) y 1979 pomi ans po3poOku €TMHUX CTaHAAPTIB IS
MDKTaTy3€BOTO €JIEKTPOHHOTO OOMIHY IIJIOBUMHU OIEpalisiMi, TOOTO €IeKTPOHHOTO
o0miny nanumu. Pesynbratom ctaB cranaaptT X12. Cnouatky X12 npu3HadaBcs sl
00pOOKM BEMKUX MapTid TpaH3akiii. OgHak Horo OyJIo po3MIUPEHO, 00 OXOMUTH
00poOKy B peXHMMI peajJbHOIro 4acy (TpaH3akliiii HaJCHUJIAIOThCS OKPEMO, OCKIJIbKH
BOHHU TOTOBI JIO BIJINPABKHU, & HE YTPUMYIOThCS ISl TPYITyBaHHSA ).

3 mepeBar CTaHAapTiB MOXHA 3a3HAUYUTH MIBUAKICTh Mepeaayl JaHUuX IpU TOMY
BUIVISAAI MIM(pyBaHHS, 10 BUKOPUCTOBYBAJOCS. 3 HEIOJIKIB MOXHAa 3a3HAYUTH
JI0BOJII BUCOKHM BiZICOTOK MOMUJIOK MPH IMEpesiadi JaHUuX B MEpekax 3 0OMEKEHHIMHU
Ha MPOMYCKHY CIPOMOXKHICTh KaHAITY.

Jliteparypa:
1. Ruban, 1. Securing the Internet of Things via VPN technology / 1. Ruban,
M. Hunko, K. Hvozdetska // 2021: Fifth International Scientific and Technical
Conference  "COMPUTER AND  INFORMATION SYSTEMS AND
TECHNOLOGIES". — 2021. — C. 94-95.
2. VM, Tkachov Increasing the fault tolerance of the application that determines the
occupancy of the communication line / Tkachov VM, Hunko MA. // A"
[TATTPOHAIABIAITPOM". — 2021. — C. 80.
3. Tkachov V. Architecture of overlay network with nested vpn tunneling /
M. Hunko, V. Tkachov, M. Bondarenko // "CywacHi HampsiMu pPO3BUTKY
1HGOpMAIITHO KOMYHIKallIHHUX TEXHOJOTM Ta 3aco0iB yIpaBliHHA" : marepiaiu
JleB'siToi MiXKHAp. HayK.-TeXH. KOH}., 9-10 kBiTHs 2020 p. — Xapkis, 2020. — C. 36.
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TEHETUYHUI AJITOPUTM 3AJAUI TPUBUMIPHOI'O
MVJIBTUITAKYBAHHS ITPAMOKYTHHUX OB’€EKTIB PI3BHUX PO3MIPIB

Abstract

[Ipobnema makyBanHs y 3D-mpocTopi mojsirae y BHOOpPI OAHOTO YM OLIbIIE
KOpOOOK 3 MHOXKHHH JIOCTYITHUX KOPOOOK 1 PO3MIIIEHHS HOro y 3-BUMIpHOMY
IPSIMOKYTHOMY KOHTeHHepi. KopoOka po3MilyeThes Tak, 1100 BUKOPUCTATH TIPOCTIP
koHTeHepa edekruBHO. 3D-BPP  (3d pin  packing problem) mmpoko
BUKOPUCTOBYEThCS y (apMaleBTHUUHINA 1HAYCTpii, TPAHCIOPTHIA 1 MaKyBaJbHUX
cuctemax. 3azsuvaii, y 3D-BPP kopoOkwu, ski HEOOXiAHO PO3MICTUTH, OJHAKOBOTO
pO3Mipy, aje Ha TPAKTUIll PO3MIp BapipyeTbcs. Y CTArTi OMUCAHO TEHETUYHUN
aQITOPUTM 3 BUKOPUCTAHHSIM EBPUCTHUYHOTO AJTOPUTMY JUISI TPOIECY YITaKOBKH.
[Iporec ynakoBKH KOHBEPTYE MOCIITOBHOCTI KOPOOOK 1 KOHTEHHEPIB, 110 3aKOA0BaHI
Yy XpOMOCOMI, Y KOMITAKTHE pillieHHs. | eHeTUYHUN aITOPUTM BUKOPHUCTOBYETHCS IS
1HIIlaI13a11i TaKuX IMOCI1I0BHOCTEM.

Kurouosi ciioBa

[TakyBaHH4, reHeTUYHUN aJrOPUTM, EBPUCTUYHHIM aJITOPUTM,
KOHTEHHEep,MaKCUMaIbHUN BUTBHUH TIpocTip, 3d-mipocTtip, 3D-BPP.

Beryn

[Ipobnema TpuBuMipHOTO mnakyBanHs (3D-BPP) — me Bigoma 3amaua

ONTHMI3allli, IKa Ma€e OaraTto MPOMUCIOBUX 3aCTOCYBaHb, HAIIPHUKIA/, 3aBAaHTAKECHHS
KOHTEWHEPIB 1 MiIJIOHIB, YIPABIiHHSI BAaHTAXKEM 1 CKJIa/I0M, IIJIaHYBaHHS TEJIEBI131HHUX
nporpaMm. 3D-BPP mnepenbauae ynakyBaHHSI m HOpSIMOKYTHHX KOpOOOK B
HEeoOMeXeHy/OOMeXeHY KUIbKICTh OJHAKOBHX MPSMOKYTHHUX KOHTEHHEpIB, 100
MIHIMI3YBaTH KUTbKICTh BUKOPUCTAHUX KOHTEHHEPIB, TOOTO 301IBIIUTH KOE(IIIEHT
BUKOpUCTAaHHS  KoHTeWHepiB.  KonrteiiHepu 1  KOpOOKM  MOXyTh  OyTH
B3a€MO3aMIHHUMHU. Y CYJHOIUIABCTBI Ta TPAHCIOPTHIN 1HIYCTPii BUKOPUCTOBYETHCS
KUIbKa THWIMIB CTaHAAPTHUX KOHTeHHepiB. Jg HazemMHOro abo IMOBITPSHOTO
TPAHCTIOPTYBaHHS — KOPOOKH PI3HOMAHITHUX PO3MIpIB.

Ockinbku mpobiema, sika po3IIsIAEThCs, € y3arallbHEHHSIM OpuriHaasHoro 3D-
BPP, Bona 3a3Hae oOGumcnoBaibHUX TpyaHouUliB. Kpim Toro, 3amauy yCcKIaaHIOE 1 Te,
10 0OMPAETHCS, SIKa caMe KOpoOKa 3 MOCiJoBHOCTI Oyae ynakoBana. 3D-BPP, skui
(OKYyCyeThCS Ha YIAKOBII MPSMOKYTHHUX IPEAMETIB OPTOTOHAJIHLHO B MiHIMAJIbHY
KUIBKICTh MPAMOKYTHHX KOHTEWHEPIB 1IEHTHYHOTO po3Mipy, Bxke € NP-ckiagHoro.
Ane y BIJOMHX aJropuTMax He BiJOYyBa€TbCs YMAaKOBKU OHIE€T KOPOOKU y iHIIY. Y
i po6oTi po3misiHyTO Ounbln 3aranbHuil BapianT 3D-BPP, B sikoMy koHTeiHepH i
KOpOOKH MOXXYTh OyTH HEOIHOPITHUMH, TOOTO MaTH PI3HUN PO3MIpP 1 PO3IIIATAETHCS
HIECTUCTOPOHHS OpIEHTALIIS SIIUKIB.



[IpoTsirom OCTaHHIX ACCATWIITH OyJId pO3pOOJICHI SIK TOYHI, TaK 1 €BPUCTUYHI
aNTOPUTMHU I BUpIMICHHS 11i€l mpobiemu. Martello Ta iH. [1] mpe3eHTye TouHI Ta
anpoKCUMAaIliifHI adropuTMu ymnakoBku. Fekete Ta iH. [2] mpomeMoHCTpyBasd, IO
npobsiieMa YMakOBKM Yy BEJIMKHX BHUMIpax MoKe OyTH pO3B’s3aHa ONTHUMAJIBHO 32
JOIyCTUMHI Yac, BUKOPUCTOBYIOUM JBOPIBHEBUN aJITOPUTM MONIYKY JepeBa. Xoda
TOYHHUI aJrOpuTM MOXKE 3HAWTH ONTUMAJbHE pIIIEHHS, 3a3BUYail BiH MOTpedye
BEJIMUYE3HOI KUIBKOCTI dYacy, 1100 OIpaloBaTd MPOCTI 1 HEBENMKI MOCIHIJOBHOCTI
KOpOOOK 1 KOHTEWHepiB. EBpUCTUYHUN anropuTM HE MOXE TapaHTyBaTH
ONTUMAJIbHICTh, aJieé 3JaTHI JaBaTh XOpOULIl pe3yldbTaTd 3 Habararo MEHIIUMHU
OOYHCITIOBAIBHUMU 3y CUILJISIMU.

Faroe Ta 1Hmi [3] NponoHYIOTh EBPUCTHKY, 3aCHOBAaHY Ha KEPOBAaHOMY
JIOKAJIbHOMY TIOIIYKYy TaKyBaJIbHUX €JIEMEHTIB 3 (PIKCOBAHOK OpIEHTAIIEI0 B
MIHIMaJIbHY KUIbKICTh OJHAKOBUX KOHTEHHEPIB.

Takum umHOM, TIpoOiemMa 3aBaHTakeHHS omHOTrO KoHTelHepa (SCLP — single
container loading problem) moB’si3aHa 3 yHakoBKOIO BHOpaHOi MIAMHOXHUHU
NpEeaIMETIB Y OJUH KOHTEHHEP 3 BUCOKHUM KOE(ILIEHTOM BHUKOPHUCTAHHS IMPOCTODY.
Martello Ta 1. [1] npeacraBnstoTh 1BOpiBHEBUH anroputM Branch and Bound, sxwuit
Ja€ ONTUMAaJIbHE PIILIECHHS AJIs TaKyBaHHS MPEIMETIB Y OIMH KOHTEHUHED.

Kang Ta in. [4] npencrapisioTs riopugnuii renetnunuil anroputm (I'A) s
3ajauyl TPUBUMIPHOI YMAaKOBKH SIIIUKIB, B SKOMY KOPOOKH pPO3MIIIYIOTbCA Y OJHUH
KOHTEHHEP, 1 KpUTEpieEM €PEKTUBHOCTI SIKOTO € KIJIbKICTh PO3MIIIEHUX KOPOOOK.

[t BapiadnT npoOiemMu Ha3uBarOTh MPOOJIEMOI0 BiikpuTOoro npoctopy (ODP
— open dimension problem), ne B KOHTEWHEpl € OAWH MapaMmeTp PO3Mipy, IO
smiHoeThes. Bortfeldt 1 Mack [5] mpenctaBisioTe €BpUCTUYHUM METOHA TOOYI0BU
mapiB JJIs 3a7adi nmakyBaHHs TpuBUMipHOi cTpiuku (3D-SPP — three-dimensional
strip packing problem), METOIO SIKOTO € ymakoBKa KOPOOOK Yy OJIMH KOHTEWHEp sl
MiHIMIi3amii 3MIHIOBAaJbHOT JOBKHHHM KOHTEWHepa. B [5] Bmepmie 3ampormoHOBaHO
TOYHY MaTeMaTH4Hy Mojenb Ha ocHoBi mpari Chen [6], a moTiM po3poOunu
riopuauzamnito ['A. Ils mpobiema momaTkoBO AoCHiKyeThes 1 iHImmMMU. Bortfeldt i
Mack po3pobunu BIOCKOHaNEHUI T€HETHYHUN aJTOPUTM 31 3MIHHOIO OPIEHTALIEI0
kopoOok. Ha Bigminy Bin 3D-BPP 3 onunnunnMu abo i1IeHTHYHUMU OyHKEpaMH, J0Ci
y JiTeparypl HE MPUILISIIOCA yBaru mnpoOiieMi 3 KiUIbKOMa PI3HMMH 3a PO3MipaMu
KOHTCHHEpaMH, SIKy TaKOXX HA3WBAIOTh MPOOJIEMOI0 3 KUIbKOMa HEOIHOPITHUMH
koHTeiiHepamu. Chen € omHMM 3 TEpHIMX, XTO HAJA€ MOJEIb 3MIIIAHOTO
IIJIOUMCENIbHOTO JIiHIMHOTO mporpamyBanHs (MILP — mixed integer linear
programming) [6] s pimenHs 3D-BPP 31 3MiHHOIO oOpieHTalli€l0 Ta pi3HUMU
po3MipaMu KOHTeHHEpiB. Mojieslb BUKOPUCTOBY€E 3MIHEHI1 3HAUCHHS X, Y, Z PO3MIpiB
JUIS. BU3HAYEHI B3a€MHOTO PO3TAIllyBaHHS MPEAMETIB Ta 3MIHHMX Opi€HTaIlli, o0
IMITyBaTu pi3HY opieHTali0 yrnakoBku. [logiony npobnemy gocmimkyBanu Takahara
1 Miuamoto [7]. 3anporonoBaHo ['A, e B SKOCTI TEHOTHUITY BUKOPHUCTOBYETHCS TIapa
MOCIIOBHOCTEH (OmHA Il KOpOOOK 1 OfHA JJisi KOHTEHHEPIB), a NIl BU3HAUYCHHS
IUTAHY 3aBaHTAKEHOCTI 3 ypaxyBaHHSM IMOCTIIOBHOCTI SIIIMKIB 1 KOHTEHHEPIB
BUKOPHUCTOBYETHCS E€BPUCTHUYHUN MeETOA. BOHM BHUKOPHCTOBYBAJIM E€BPUCTUIHHUI
MeTof i Ha3Boto “‘Branch Heuristics”, mo BUKOPUCTOBYE CTPYKTYypy XpPOMOCOMH Ta
BHJIa€ TOTOBE pilieHHs 3aaa4i. OUeBUIHUM HEIOJIKOM i€l eBPUCTUYHOI MPOIICTyPH
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€ Te, 1110 BOHA HE MOBHICTIO BUKOPUCTOBYE nocTynHui npoctip. Eley [8] mpononye
HOBUU MJOX1J, 3aCHOBaHWA Ha (OpPMyBaHHI HAOOPY MHOXHWH 1 BHUKOPHUCTaHHI
€BPUCTUKM Ha OCHOBI MOUIYKY JepeBa JUIsl MOMEPEIHbOT0 T'eHepyBaHHS LIa0JIOHIB
YIAaKOBKH OHOTO KoHTeHHepa. s momens po3mmpena Che i i1, [9] Ta Zhu 1 1H. [10],
SIK1 TIPOTIOHYIOTh HOBY €BPUCTHKY Ta alPOKCUMAIIWHUAN aJTOPHUTM JIJIsl TCHEPYBaHHS
CTOBILIB. Y il poboTi nocuimkeno 3D-BPP 31 3MiHHOIO Opi€HTAII€0 Ta PI3HUMU
po3MipamMu KOHTEWHepiB, mo € NP-ckmaaHow 3agadeto. 3amporioHOBAHO aJTOPUTM
pileHHs, skuil riopuausye A 3 HOBOIO €BPUCTHYHOIO MPOIEAYPOI0 MaKyBaHHS.
EBpuctuuna mpoueaypa MakyBaHHS  BHUKOPHCTOBYE  KOHLCMIIO  MOPOXKHIX
MaKCUMaJIbHUX MPOCTOPIB Il KEpyBaHHS BUIBHUM IMPOCTOPOM B KOHTEHHEpax Ta
BUOOPY MiCIll PO3MIIIEHHS] 3a KpUTEpisiMU BiamoBigHocTi. Ili mociigoBHOCTI
NEPETBOPIOIOTHCS Ha PIIIEHHS MaKyBaHHS 3a JOMNOMOTOK) HOBOi E€BPUCTUYHOI
CTparerii MaKyBaHHsS, 3aCHOBAHOI Ha OCHOBI KOHUEMIIi MaKCUMaJdbHUX BIIBHUX
MPOCTOPIB, IO PO3BUBAIOTHCS Y ['A Ta y pe3ynbTari JaloTh TapHHUM pe3ysbTar.

I'eneTHyHMH anropuT™M

3anponoHOBaHUN adropuT™M Oa3y€eTbCsl Ha TEHETUYHOMY ajrOpUTMI 3
E€BPUCTUYHUM aJITOPUTMOM YIIAKOBKU. EBpHCTHYHA cTpaTeris MaKyBaHHS TEHEPYE
pIlIeHHS MaKyBaHHS HAa OCHOBI 3aJ]aHOi MOCIIIOBHOCTI MaKyBaHHs KopoOok (BPS —
bpx packing solution) i mocmigmoBHocTi KoHTeiHepiB (CLS — container loading
sequence). [A BUKOPUCTOBYETHCS I PO3BUTKY IIUX JBOX IMOCIIAOBHOCTEH.
OcHoBHUMU enieMeHTamMu ['A € cxeMa KoAyBaHHS XPOMOCOM, CXPEIyBaHHS, MyTallis
Ta cenekiis. PUCYHOK 1 UTIOCTpy€e CTPYKTYpy alrOpUTMy.

Heuristic Packing
Strategy

BFS,CLE
L gn ol
Funaey

L

Evzluation }—> Selection }% G’usm:.r End
and mutation r

3

W

< Start >ﬁ Initialization

Pucynok 1. I'enetnunuii anroputMm. Cxema

CxeMa KOIyBaHHSI XPOMOCOM
OpHa xpoMocoMma CKIIQIa€ThCs 3 JBOX YACTUH, SKI CKJIAQalOThCs 3

IOCITIMOBHOCTI KOpoOoK s makyBanns (BPS) 1 i mocimoBHOCTI KoHTEMHEDIB, y AKi
3aBaHTa)xyeMo kKopoOku (CLS) 2. Mu BHKOPHCTOBYEMO CXeMy KOIYBaHHS Ha OCHOBI

IOPSAKY JUIS TIPEACTABIEHHS MOCIiA0BHOCTEH, ToMy 11 52 € {1, ..., m} i {I, ..., N}
BIJIMOBIAHO, JIe€ M — KIJIBKICTh KOPOOOK, a N — KIIbKICTh KOHTEHHEPIB.
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Ininianizanis momyssiuii

Mexani3M iHiLiamizanii BiAMOBIAa€ MEXaHi3My, olrMcaHoMmy y poboti Wang 1
Chen [11] nnst eBpUCTUYHOTO TEHEPYBaHHSA MACIKUX CHCIATBHUX XPOMOCOM Y
nepuoMy mnokomiHHi. [{elf MexaHi3M 3aCHOBaHMI Ha CIIOCTEPEXKEHHI, 10 MAKyHKH
O1IBLIOrO PO3Mipy MOBHUHHI OyTH yrakoBaHi B KOpoOKy mepmumu. [locmigoBHICTH

T'CHIB 51 ICHECPYETHCA IIUIXOM COPTYBAHHA 3a CIIAAAHHAM BiI[l'[OBiI[HO J0 3HA4YCHHA

00CsTy, TOBXKHHH, IUPUHU T4 BUCOTH KOKHOTO MPOAYKTY, TOMi SIK 52 TEHEPYETHCS
BUIIA/IKOBUM YHHOM.

Ceuekuis

Hns omucanoro I'A Oyno BuOpaHO TypHipHUN MeTox cenekiii. [lokomiHHs
CKJIAJa€TbCs 3 MOMYJALii XpoMocoM. BoHM BincOpTOBaHI y MOPSIKY CHaJaHHS
napameTpy fitness (moka3HUK €(GEeKTUBHOCTI YIakoBKH). IIpuaaTHiCTh XpomMocoMu
BU3HAYAE€TbCA EBPUCTHUYHOIO cTpareriero ymakoBkd. [lepmi E  xpomocomu
OoOMparoThCsl, SIK EJITapHICTh, fAKa O€3MOCEepeAHbO MEPEXOAUTh Y HACTYIHE
MOKOMIHHA. 3 momyrALii o0uparwTbea E KiMbKICTh OaThbKiB y Myn AJs MapyBaHHS 3a
JOTIOMOTOI0 METOJy BiIOOpY TYpHIPY 3 pO3MIpOM TYpHIpY PIBHHM 2. Y KOXXKHOMY
payHIl MU BHUMAJKOBUM UYMHOM BHOMpPAaEMO JBI Pi3HI XPOMOCOMH 3 MOMYJAIii. 3

iimoBipuictio PT0b, KkoHCTaHTHE 3HAYEHHs, IO BU3HAYAETHCA IIEPEN POOOTOIO
aNropuTMy, Kpauuii (OLIbII MPHUCTOCOBAHUM) JOAAETHCA B MApPHUM IMyN, 1HAKIIE
AoAaeTbes cnabkuil. Mu BigOMpaeMo MOCHIIOBHI JIBI XPOMOCOMHU B MapHUM IMyJ SIK
OarpkiB. [ kokHOT mapu OaTbKiB ICHYe€ WMOBIPHICTH TOTO, IIO BOHHM MiTYyTh
HaNpsAMYy Y HACTyIIHE TMOKOJIIHHS, 1HAKIIe BiIOYBAa€ThCS CXPEILyBaHHs JJIsl TeHeparii
HAIIaJIKIB.

Cxpenrenns i myramii

Ha BigmiHy BiJ cxemu ABIKOBOTO KOIyBaHHs, SIKa MOJETUIy€e MPOCTI oneparii
CXpEIyBaHHS, TakKi SK OJHOTOYKOBE CXPEIICHHsS, KOJIM TEHHI pAIAKH IPOCTO
3aMiHIOIOTHCSI OJMHUYHOIO TOYKOIO PO3pi3y, po3poOka omeparii nmepexpenieHns s
CXeMH KOJyBaHHS Ha OCHOBI MOPSAJIKY HE € TaKOIO MPOCTOI0. BueHi po3pobuinu Kinbka
OIepaTopiB CXPEWIEHHsS s IIbOr0 THIy XPOMOCOM, HAINPHKIAZ, CXpEIICHHS 3
gacTkoBOI0  BigmoBigHicTio (PMX — Partial-Maped Crossover), HIHKJIIYHE
cxpemyBanHs (CX), mopsuakoBe cxpemeHHss (OX — Order Crossover), s
MOCJIITOBHOCTI T€HIB BUIMAIKOBUM YMHOM BHOMPAIOTHCS JBI TOYKHU 3pi3y, CKaXKIMO, 1

Ta j. barbku P P, JaayTh ABOX HAIAJIKiB 0,0, [TocmigoBHICTE TEHIB TUTUHHU 0,

1 reHepy€eThCSA HACTYITHUM YHHOM, TEHHU B TIO3MILAX Bix i + 1 70 j KOMIOIOTHCS 3 B

)

[ mo3uii B Y1 3amoBHEHI BIICYTHIMHM T'€HaMH, MOYMHAKO4YW 3 j + 1 mo Kpyry.

Py gin j + 1 1 mepeBipku,

P

1, SIKIIO Hi, TO 3alIOBHUTU MOTOYHY TO3UINIO B Oll“eHOM 3 {2,

BizncyTHi TeHH OTPUMYIOTH IIJISIXOM KPYTOBOTO ITiIMITaHHS
yu 3’sBuThes BiH B O
Jutuny 0, OTPUMYEMO 3MIHUBIIM MOCIHIIOBHICTh P, j Py [TocniioBHICTE 1HIINUX

reHiB 52 (yHKIIOHY€ HE3aJIeKHO TaKMM e YrHOM. [IpuKIIa mpojIeMOHCTPOBAHO HA
pUCYHOKY 2. MyTaiisi mpOBOIUTECS Ha KO)KHOMY HOBOCTBOPEHOMY IOTOMCTBI 3

MMOBipHICTIO Pm, KOHCTaHTHE 3HAYEHHS, IO BU3HAYAETHCS MPOrPAMICTOM IEpEs
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pobGoToro anroputMmy. JIJIsS KOXKHOI TIOCHTIZIOBHOCTI TEHIB BHITAJIKOBUM YHHOM
BUOWPAIOTHCA 1Bl MO3HMIIIT, 1 TEHU HA ITUX MMO3HINISAX MIHSIIOTHCS MICISIMHU.

ParentpPl 51 | 3 /1| 4| sl 6| 2 || 1]|6]|3]a|s]| 2]¢s

st |1 |45 23|13 |s|4a|]5s]| 2|%
child 01 N PR | P P N

ParentpP2 s* | 2 |4 |3 |6]1 |5 ||4|2]|1]13]|]86]+5]%

Pucynok 1. Imoctpaitisi cxpeiieHHs

Kpaummii eBpuCTHYHHUI aJTOPUTM YIIAKOBKH

XpoMocoMa OILIHIOETHCS 3a JOTOMOTOI0 €BPUCTHYHOI CTpaTerii makyBaHHS,
sAKa BUKOPHCTOBYIOUM XpoMOcOoMy (opmye pimieHHS. BpaxoByrouu MOCHITOBHICTb
ynakoBku smukiB  (BPS) 1 cmmcok mocmimoBHOcTel 3aBaHTaxkeHHs (CLS),
JOTPUMAHHS €BPUCTUYHOI CTpaTerii MakyBaHHS MEPETBOPIOE IIi MOCIIJOBHOCTI Ha
pilmieHHs 18 nakyBaHHS. Tpaauuiiina eBpuctuka Deepest Bottom Left 3
3anoBHeHHsIM (DBLF) Ta 1i Bapiamii € nmonyaspHUMH €BPUCTUUYHUMHU METOAAMHU, SK1
BUKOPUCTOBYIOTBCSI ISl PIlIGHHS MpoOJieM MaKyBaHHs KOHTeWHepiB. EBpuctuka
3aBKAM IIyKa€ TMPOCTIp 3 MIHIMAJIBHOK KOOpPAMHATOW X (HaWmmmOmia) s
PO3MIIIIEHHsI TIOTOYHOTO elieMeHTa. MU momidaeMo, MmO Il €BPUCTUKAa Mae JBa
HEJOJIIKH: MO-TIepIIe, JIMIIIE OJJHAa KOOp/IMHATA (X) BiAIrpae JOMIHYIOUY pOJib Y BUOODI
KaH#IaTa MpoCTOpY; MO-ApPYyTe, CIIOYaTKy BH3HAYAETHCS a00 elIeMEeHT, abo TPOCTip,
a TIOTIM BUOMPAETHCS HOTO BIAMOBITHUK HA OCHOBI NMEBHUX MpaBui mpioputeTy. Ha
OCHOBI I[LOTO CIOCTEPEKEHHS MH IMPOMOHYEMO TE, II0 MU HA3MBAEMO HAWKPAIIOIO
EBPUCTUYHOIO CTPATETIEI0 TAKyBAHHS.

MaxkcuMaJIbHO NOPOKHIM MPOCTip

[IporoHy€eThCSI BUKOPUCTOBYBATHM  KOHIEMIIIO MAaKCUMAaJIbHO TOPOXKHIX
npoctopiB (EMS) nis npeacraBneHHst BUIbHUX MPOCTOPIB Y SIIMKaX, TOOTO CIUCKY
HANOUIBIIOTO MOPOKHBOTO KyOIYHOTO MPOCTOPY, JOCTYITHOTO sl YIIAaKOBKH, SIKHM HE
MICTUTBCSI B KOAHOMY 1HIIOMY MpocTopi. PucyHok 3 imoctpye koHuemniito. YopHa
pamMKa OKpECJIIOE Miclle JOCTYIIHE Ha JaHWH MOMEHT MJis YIaKOBKH, TOOTO
NpECTABIISAE TPaHi KOHTEHHEpA.

13



Pucynox 2. Korneniiis MakCHMaJIbHO TTOPOXKHBOTO MTPOCTOPY

Konm ogHa cuHst KopoOKa po3MillieHa B KYTKY, BOHA T€HEPYE TPH MaKCUMAaJIbHI
MOPOXKHI MICIISI, SIKI TpEeACTaBleHl >KOBTUMHM KyOamu. Ll KoHIemiiss HelogaBHO
BUKOpHUCTaHa B poboTtax Gongalves Ta iH. 1 Parrefio Ta iH. 11 BUpIIEHHS TpoOiemM
MaKyBaHHs KOHTEWHEpiB. MakcumaibHI MPOCTOPU MPEACTABICHI iX BEpIIMHAMHU 3

MIHIMaJIbHOIO Ta MAaKCUMaJIbHOIO KOOPJIUHATAMHU (i, Vi, 24) Ta (X5, Y. Z;) BIJIIIOBIIHO.
B po6Goti Bukopuctano mpomec pizauii (DP — difference process) [12], nmus
OHOBJICHHSI ITMX TMOPOXKHIX MaKCHMaJbHHX MPOCTOPiB. sl MPUCKOPEHHS TPOIECY
JOTPUMYEMOCS TIpaBUJI eIIMIHAIlli, 3anporoHoOBaHuX y po0oTi Gongalves [13].
IIpioputeT MAaKCMMAaJIbHO BiJILHOTO MPOCTOPY
[IpiopuTteTr MakCMMaabHO MOPOXKHIX MPOCTOPIB BHU3HAYAETHCS 332 HACTYIMHUM
MPAaBUIIOM: JJI IBOX MOPOXKHIX MaKCUMAaJIbHUX MPOCTOPIB 3 MiHIMAJIBHUX MPOCTOPIB

3 MIHIMAIBHUMH KOOpPJWHATaMH BEPIIUH (X1,01,21) § (%2,2,2), Cniouatky
MOPIBHIOIOTHCS HAWMEHII 3HAYEHHS] KOOPAMHAT JBOX BEPIIMH, BEPIIMHI 3 MEHIIUM
3HAYEHHSIM HAJIA€ThCSA BUIIMA MPIOPUTET, SIKIIO BOHM 301raloThCs, MOPIBHIOETHCS
Jpyre HaWMEHIIE 3HAYEHHS Ta MPUITHACYETHCS BUIIMA MPIOPUTET BEPIUHI 3 MEHIIIAM
quciIoM. SIKIIO JpyTi 3HAaYSHHs] 3HOB OJHAKOBI, TO OEpeMo TpeTi HaWMEHII 4Yucia i
nopiBHIOEMO iX. Hagaemo O1TbIIHMI IPIOPUTET BEPIINHI 3 MEHILIUM 3HAYECHHSIM.
[Tpuxnan:
[TopiBHtOEMO ABI BepmmaH (3,5,4) 1 (6,3,3)
Bepemo HaliMeHIi yucna 3 1BOX BepiuH 3 = 3
bepemo HacTymnHi 1Ba HaWMEHIIMX yucia 4 > 3
Biamiuaemo, 1110 BUIIMI OPiOPUTET MA€ JIpyTa BepIIMHA
[IpyunHa TaKOro BU3HAYECHHS NPIOPUTETIB TOJSITAE y TOMY, IO MOTPIOHO
PO3MICTUTH KOPOOKHM CIOYATKy B OJJHOMY KyTl Ta MPWJIEIIIMX CTOPOHAX KOHTEMHepa, a
MOTIM y HWOro BHYTPIIIHbOMY MpocTopi. COpTYIOTHCS MOPOXKHI MICIS Yy KOXKHOMY
KOHTEHHEpl BIAMOBIAHO JO TPIOPUTETY, BU3HAYCHOTO BHIIE, IICIAS KOXKHOIO
oHOBIIeHHSI EMS.
Buo6ip micus
Bubip wmicus po3MilIeHHS BH3HAYA€ThCS LUISIXOM 3aCTOCYBaHHS KPHUTEpIiB

B1IOOPY /70 MOXIMBUX KaHAuaariB. Ha koxH1 iTeparii BUOMpArOThCA TEpIIi K
PO3IMaKOBaHUX KOPOOOK y mopsaky HaeeneHomy y BPS. Ilotim BuOMparoThes mepiii

ke EMS y TOpSAKY BHU3HaYeHOMY BHIIE. (s 1ux KopoOok Kpi ke EMS mm
3HAXOJMMO BCl MOKJIMBI MPHU3HAYEHHS PO3MIIICHHS 3 6-CTOPOHHBOIO OpraHi3aIli€ero
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kopoOku. Tomi st  pO3MIIICHHS CIOYarKy BHUOWpaeThbcs Tmapa (KopoOka,
MaKCUMAaJIbHUNA MOPOXKHIN MPOCTIP) 3 HAUOLIBIIUM KOe(IIIIEHTOM 3allOBHEHHS. SIKII0
ofHa KOpoOKa Mae€ KiTbKa MOXJIMBUX PO3MIIICHb HAa OJHOMY IOPOKHBOMY MiCIIi,
BUOUpaeThCs ToJie 3 HailmMeHIUM. Lle MoxHa 3pOOUTH, OOYMCIUTH TAKUM YHUHOM:

posmipu npocropy (X1 — X1 Y1 — V1,21 — Z1) gk BusmaueHo, BM3HaYaemMo po3Mip
T ¥ r
xopoGok micns obepramms ax (W) pinnimaemo mBa BexTopm i oTpHMaemo

K =2 = UV, =y, —w',Z, — 2, =Ny 110 npencrasnse moms 1o Tphox rpameit
mpocTopy. Tosi MpiopUTET PO3MIMICHHS BU3HAYAETHCS TAKUM K€ YHHOM, K 1 TIPH
BHOOPI MaKCHUMAaJIbHO TOPOXHBOTO TIpocTopy. PucyHoxk 4 imocTpye inero
y JIBOBUMIPHOMY BHUIIAJIKY.

3.25

(&l k)

PucyHnok 3. Po3mimieHHst KopoOKu

HKHIO HEMa€ MOXIIMBOI'O IIPHU3HAYCHHA pOSMiH.IeHHSI JJIA ITIOTOYHOTI'O BI/I60py

AIMUKIB 1 MPOOLTIB, MU CHPOOyeEMO HACTYyMHI Ke EMS B KOHTEHHEp1, MpoIeC
NPOAOBXKYETHCS, MOKK He Oyle 3HaWJeHO MPUHAWMHI OHE MOXJIMBE PO3MIIICHHS.
Axmo crnpodyBatu Bci EMS B moToO4HOMY KOHTEHWHEpi, pyXaeMocs BIepen, 1100
cripobyBatu EMS B HacTynmHOMY BIIKpUTOMY KOHTeWHepi. SIkiio crpoOyBaTv BCi
BIIKpUTI KOHTEWHEpPH, HE 3HAWIIOBIIM >KOJHOTO MOMKIIMBOIO pPO3TalllyBaHHS,
BIJIKPUBAEMO HACTYIMHHUN HEBIIKPUTHN KOHTEWHEp Yy MOpsAKy Bu3HadueHoMmy y CLS.
SIKIO y cnmMcKy HEMae KOHTEMHEpa, TO AJITOPUTM 3YIHHSETHCSA, HE 3HAWIIOBIIH
OPUMHATHOTO pIIIEHHS JJIs yHAakoBKH. Y I1bOMY BHIIQJKy BCTaHOBIIOEMO
NPUIATHICTH 1HIMBIJIa PIBHUM HYIIIO.

Y iHmOMy BHMNAAKy 3aBXKIW 3HAXOAUMO OAHE al0o0 KiJTbKa MOXKIUBUX
NpU3HAYEHb PO3TALTYBaHHS Ta BUOMPAEMO 3 HAMOLIBIIUM KOE(IIIEHTOM 3alIOBHEHHS.
[ToriM momimiaeMo KopoOKy y BuUOpaHE MOPOXKHE MICIE, BUAAISIEMO EJIEMEHT 3i
CIHCKY TOBapiB 1 oHOBIOeMO EMS 3a nomomororo mMetony, 1o 3amnpornoHoBanuii Lai
1 Chan [11]. SIkmo y cicky KOpoOOK HEMAE KOAHOTO €JIEMEHTY, allTOPUTM 3aBEPIIye
poOOTy 31 3HAWJEHUM pIIICHHSIM, a TMPUJIATHICTH OCOOM BCTAHOBIIIOETHCS
AK KOE(DILIEHT 3alMOBHEHHS. AJITOPUTM TMPEACTABISE TCEBAOKO EBPUCTHUYHOIO
MaKyBaHHS.
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BucHoBkHu

VY wmiif po6OTI pO3MISIHYTO BapiaHT 3aJadyi TPUBUMIPHOTO MaKyBaHHS 00’ €KTIB
(3D-BPP), saxa monsirac B ymakoBIll 03 TEPEKPHUTTS OAWUH OIHOTO HAOOPY
TPUBUMIPHUX KOPOOOK MPSIMOKYTHOI (OpMH Yy Pi3HI 3a pO3MIpOM KOHTEHHEpH 3
METOI0 MaKCHUMAaJIbHOTO BHUKOPHUCTAHHS TPOCTOPY. 3ampOIOHOBAHO TiOpHUIU30BAHHIMA
['A 3 HOBUM €BPUCTHUYHUM AJITOPUTMOM ITaKyBaHHSI.

[lepeBaroro BUKOPHUCTAHHS T€HETUYHHUX QJITOPUTMIB Pa3oM 3 €BPUCTUUYHUMU
METO/IaMH YIIAKOBKM TIOJISITa€e y 30UIbIIeH] €()EeKTUBHOCTI MakyBaHHs. [0J0BHMM
KpuTepieM e(GEeKTUBHOCTI € BIJICOTOK 3allOBHEHOCTI KOHTEWHEpiB. TakuMm YUHUM
3aBAsku cenekiii y T'’A oOuparoTbes Haikpamii BapiaHTh. KokHe HacTymHe
noKoJIHHA(ITepallis) JAEMOHCTPYE Kpallll pe3yiabTaTd poOOTH METOAY YIaKOBKH.
TakuM YMHOM MOXHA JOCATTH €(EKTUBHOCTI ymakoBku 3 66 % 1o 92% 3a
100 moxomiHb.

Jliteparypa:
1. Martello, S., Pisinger, D., Vigo, D., 2000. The three-dimensional bin packing
problem. Operations Research 48 (2), 256-267.
2. Fekete, S. P., Schepers, J., van der Veen, J. C., 2007. An exact algorithm for
higher-dimensional orthogonal packing. Operations Research 55 (3), 569-587.
3. Faroe, O., Pisinger, D., Zachariasen, M., 2003. Guided local search for the three-
dimensional bin-packing problem. INFORMS Journal on Computing 15 (3), 267-283.
4. Kang, K., Moon, I., Wang, H., 2012. A hybrid genetic algorithm with a new
packing strategy for the three-dimensional bin packing problem. Applied
Mathematics and Computation 219 (3), 1287-1299.
5. Bortfeldt, A., Mack, D., 2007. A heuristic for the three-dimensional strip packing
problem. European Journal of Operational Research 183 (3), 1267-1279.
6. Chen, C., Lee, S., Shen, Q., 1995. An analytical model for the container loading
problem. European Journal of Operational Research 80 (1), 68-76.
7. Takahara, S., Miyamoto, S., 2005. An evolutionary approach for the multiple
container loading problem. In: HIS 05: Proceedings of the Fifth International
Conference on Hybrid Intelligent Systems. IEEE, pp. 227-232.
8. Eley, M., 2003. A bottleneck assignment approach to the multiple container
loading problem. OR Spectrum 25 (1), 45-60.
9. Che, C. H., Huang, W., Lim, A., Zhu, W., 2011. The multiple container loading
cost minimization problem. European Journal of Operational Research 214 (3),
501-511.
10. Zhu, W., Huang, W., Lim, A., 2012. A prototype column generation strategy for
the multiple container loading problem. European Journal of Operational Research
223 (1), 27-39.
11. Wang, H., Chen, Y., 2010. A hybrid genetic algorithm for 3d bin packing
problems. In: Bio-Inspired Computing: Theories and Applications (BIC-TA), 2010
IEEE Fifth International Conference on. IEEE, pp. 703-707.
12. Lai, K., Chan, J. W., 1997. Developing a simulated annealing algorithm for the
cutting stock problem. Computers & industrial engineering 32 (1), 115-127.
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13. Gongalves, J. F., Resende, M. G., 2013. A biased random key genetic algorithm
for 2d and 3d bin packing problems. International Journal of Production Economics
145 (2), 500-510.

bopucvonok Onekcanop Onekcanopoeuu, cmyoenm, xageopa ICM,
Hayionanvnuii ynisepcumem “Jlovgiecoka nonimexuika’’, m. Jlv6i8;

Puouax 3opana JIrobomupiena, kanouoam mexuHivHux HayK, acucmenm xkagheopu
ICM, Hayionanvruii ynieepcumem “Jlogiecoka nonimexuixka”, m. JIvsie

IHTEJEKTYAJIbHA IHOOPMAIIMHA CUCTEMA
CEPBICY IIOKYIIOK 3A KOPTOHOM

Beryn

Uepe3 uynciieHHI mepeBard Bce OUTbINE JIONEH KaKyTh, IO CHOTOMHI BOHH
BIJIIAIOTH IE€peBary OHJIAWH-MOKYIKAaM, a He 3BMYaliHUM. 3a OCTaHHI POKHU IMPOIIEC
OPUMHATTA PIIIEHb TMOKYMNIeM pi3Ko 3MiHMBCS. [lOKymii MpoOBOASATH IIMPOKE
JAOCTIPKEHHSI B 1HTEpPHETI, Mepil HK MOTOBOPUTH 3 mpopaaBueM. [lokymil Takox
pOOIATH OUIBII PSIMI MMOKYTIKU B IHTEPHETI yepes3 CBii cMapT(oH Ta HOYTOYK, HIKOIH
HE CTYMalo4M B TPajulliiiHl 3BHYaiiHl Micud. [HTepHET poOuUTh BeAeHHsS Oi3HECy
Habararo npocrime Ta msuauie [1]. [le npusseno 1o 3MiH y TOMY, K JIFOAU BEIYTh
Oi3HeC 13 IIBUAKO 3POCTAIOUOI0 CBITOBOIO TEHJICHINIEID [0 OHJIAMH-TIOKYTIOK
a00 eJIEKTPOHHOI KOMepIIii.

s podoTn

bararo mroneil y BcbOMy CBITI BBaXarOTh 3a Kpalle pPOOUTH TOKYIKH B
InTepHeTi Ta KymmyBaTu TOBapH BiJl KIJTbKOX OpEH/IIB 1 KOMITaHiH, K1 BOHM HE MOXKYTh
3HaWTH ab0 HEJOCTYIHI U MOKYIKU B iXHIX KpaiHax. HuHI, 32 10moMororo HOBO{
TEXHOJIOT1] Ta MATPUMKHU [HTEpHETY, IO 3 YChOTO CBITY MMOYAIU KyITyBaTh TOBApH
OHJIAlH, pOCTO cuasiun Baoma. KymiBis mpenMeTiB 1 MpoAyKTiB yepe3 [HTepHeT €
AyXe TPOCTUM 3aBHaHHSIM. 3apa3 IHTEpPHET Mara3uHU fKi Jal0Th 3MOTY KyITyBaTH
TOBAapH 3a MEXaMH BJIACHOI KpaiHH MO AOCTYIHHUM I[iHAM BIAITPAIOTh AYXKE BaXKIIUBY
pOJIb y KHUTTI KOXKHOTO, OCOOJIMBO JIOAEH 3 AyXKE Hamnpy>KeHUM TpadiKoM >KUTTS.
CBoiM KJIi€EHTaM BIH Haja€ Iy>Ke 3pYy4YHUU CEpBIC, MalOYl MOXKJIHUBICTH 30epertu
TOBap B KOP3WHI ISl TIOKYIIOK 1 mpuadatu oro mi3Hime. [Tokynku yepes iHTepHET
OpPaLOTh JOCUTh MHPOCTO [UIsl JONEH, SKI MaroTh JIMCHY KPEIUTHY KapTKy,
Ne0ETOBY KapTKy a00 paxyHOK B IHTEpHET-OaHKY.

3 1HTEepHET-MarasuHoOM Baill MPUOYTOK OlbIlle HE OOMEKYETHCS KUIBKICTIO
KJIIEHTIB, SKI MOXYTh (PI3MUHO BIABIZATH Balle 3BUYaliHEe Miciie. Bu Moxere
IpOJIaBaTH Yepe3 MICTa, IITAaTH Ta HABITh Yepe3 KOPAOHH, yCYBarOYH BCi reorpadivxi
oOMeXeHHs. [HTepHeT-MarasuH TaKOX A€ 3MOTY OOCIyrOBYBaTH MOKYIILIB, SKUM
3pyuHille MeperisiiaT Ta KyImyBaTH B 4acH, KOJU PO3ApiOHI Mara3uHu TPaauLiIiHO
He BiakpuTi. Ilokynku B IHTEepHETI MOXYTh 3a0IIaJUTH 4Yac SK MOKYILSA, TaK 1
MpOJABIA, 3MEHINYIOYM TeleOHHI J3BIHKH IMOJ0 HASBHOCTI, TEXHIYHUX
XapaKkTEepUCTUK, TOAMH poOoTH abo iHmIOI i1H(popMalli, SKy JIErKO 3HAaWTH Ha
CTOpIHKaX KOMIIaHii Ta MPOAYKTIB.
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Cuctema Mae OyTu po3poOieHa sK BeO-miaTdpopmMa y MeEpexi IHTEPHET,
AocTynHa Juisi Oymb-sikoro  Opaysepa. [liarpama BHUKOPHCTaHHS Ipe/CTaBICHA
Ha puc. 1.1.
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Puc. 1.1 [iarpama BapiaHTiB BUKOPUCTaHHS

BucHoBok

[HTEpHET — Te YymoBa TEXHOJIOTISI, a TAKOXK BEJIMUYE3HE CXOBUIIE 1H(opMmaIii,
3aci0 komyHikaii, ToproBa miargopma, ocBiTHA cdepa, Oi3HEC Ta pPO3BaKAIBHE
cepefoBuIle. IHTepHET TaKoX € BXIAHUMHU JABEPUMA JJIsSl 3MiH 1 PO3BUTKY 1 0COOIHMBO
1H(opMaIIitHOTO CITIBTOBAPUCTRBA, SKE € HOCIEM 1 MPOBIIHUKOM PO3BUTKY, 1110 ICHYE B
HAyKOBO-TeXHI4YHIN cdepi. ToMy eleKTpOoHHa KOMEpIIisl pa3oM 13 cepBicaMH MOKYTOK
3a KOPJOHOM, SIK1 3aJIMIIAI0Th CBI1M CIIiI HA CBITOBOMY PHHKY 1 HaOyBarOTh OLIBIIIOTO
3HAYCHHS Ha T KJIACHYHOTO BUJY TOPTiBIIi, TAKOXK 3aliMalOTh JOCUTh BAKIIMBE MICIIE
B HAI{IOHAJIbHIA €KOHOMILII.

Crucok miteparypu:
1. VYoparmiHHS TONUTOM Ta mpono3uiliero B chepi mocayr [Enexrponnwnii pecypc].
Pexum JOCTYIIY: https://ukrbukva.net/page,3,107910-Upravlenie-sprosom-i-
predlozheniem-v-sfere-uslug.html
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TI'eopziy Iéan Mukonaitoeuu, cmyoenm, YepHiseyvruii

HayionanvHul yHisepcumem imeri FOpia @edvkosuua;

Jlepesanuyk Onexkcanop Bonooumuposuu, xanouoam izuxo-mamemamuyHux Hayx,
Oooyenm, Yepniseyvkuii HayionanvHuu yHieepcumem imeni FOpiss @edvkosuua,
Kpaeuenko I'anna Onekciigna, 6uxkiaoay euujoi kameaopii,

Yepniseybkuti mpaHcnopmuuii (haxosuii Koaieoxnc

HABYAHHS IHOOPMATUKH Y TOYATKOBIH IIKOJI

HocnimxeHnus mnpobieMu (GopMyBaHHST TOTOBHOCTI MaWOYTHBOTO BUYHTENS
MOYATKOBHX KJIACIB JI0 BUKJIAJaHHS 1HOOPMATUKHU 3yMOBJIEHA HU3KOIO YMHHUKIB, SIKI
MOXXHa YMOBHO TOJUIATH Ha Taki, IO TOB’s3aHI 3 PO3BUTKOM CYCIUJIBLCTBA Ta
BIJIMOBIAHUM COLIAJIBHUM 3allUTOM Ha 1H(QOPMAIIHO KOMIETEHTHUX MOTO YJICHIB;
TpaHchopMaIli€ero 3MICTy HaBYaHHS, 30KpeMa, MOYAaTKOBOIO; CTPYKTYPHHMH Ta
3MICTOBUMH 3MiHAMHU Yy MpOILECi MiATOTOBKM BUMTeNsl modaTkoBux kiaciB. I{omo
NEePIIOT0 3a3HauYuMo, 10 3a ocTaHHi 30 pOKIB JIOACTBO NEPEUNUIO B €MOXy
MOCTIHAYCTPI1aJIbHOTO PO3BUTKY, KOJIU MPOAYKTH 1H(GOpMAIiitHO-KOMYHIKAI[IHHUX
TEXHOJIOTI 3’SIBISIFOTBCS IIBUIINE, HDK CYCIUIBCTBO OINMAHOBYE BXKE 1CHYIOUI.
CtpiMKuil PO3BUTOK 3ac00iB 1H(OPMALIHHO-KOMYHIKALIHHUX TEXHOJOTIN BUCYBa€
HOBI BUMOTH JI0 WIEHIB CYCIJIbCTBA, SIKI € 1 PO3pOOHUKAMHU, 1 KOPUCTyBayaMH ILUX
TEXHOJOTiH. ImeanmpHuil 00pa3 0COOMCTOCTI, 3AaTHOI 10 HIMPOKOTO BUKOPUCTAHHS
CY4YaCHHMX TEXHOJIOTiH, 3MIHIOETHCS TAKOK IIBHJIKICTIO, SIKA HE JJO3BOJISIE 3MEHIIIUTH
IpipBY MK ICHYIOYOI HOPMOIO Ta ITUM 1JI€aJIOM.

B indopmamiiinHomy cycnuibcTBI - iHGOpMaTHKa €  (dyHAAMEHTAIHHOIO
3araJbHOOCBITHBOIO JUCIMIUIIHOIO, IO IHTETpyE HAyKOBiI JOCATHEHHS JIFOJCTBA.
CyuacHi 1H(}OpMaIIfHO-KOMYHIKAI[IHHI TEXHOJIOT1l CIPAaBIISIIOTh CYTTEBUHN BIUIUB Ha
€KOHOMIUHY, COLIaJbHYy, HAyKOBO-TEXHIUHY 1 KYJIBTYpHY C(hEpH KHUTTA CYCIIJIbCTBA,
0 CHOPUYUHIOE pagUKaidbHI 3MIHHM HE TUIBKM B cdepl BHPOOHMIITBA 1 AUIOBOL
aKTUBHOCTI JIFO/ICH, aJie 1y BCii comianbHii cdepi.

VYci 3aco0uM  HaBUaHHSA, MO 3aCTOCOBYIOTHCSI B HaBUaJbHOMY MPOIIEC],
BUKOPHUCTOBYIOTHCS JJII HAOYTTSl 3HAHb, X 3aKPIIJICHHS, IJI CTBOPCHHS YSBICHB 1
NOHSTh, NPUAOAHHA HABUYOK 1 yMiHb, JJI1 PO3B’A3aHHS IHIIMX HaBYAIbHUX,
HAyKOBHX Ta BUXOBHHX 3aJ1ay.

HapyanbHi MOCIOHMKM MaiOTh 3aJI0BOJIBHATH IEJAroriyHUM BUMOTaM,
BIJIMOBIAATH BIKOBUM OCOOJIMBOCTSAM YYHIB, OyTH 3pYYHHMH JIsI KOPUCTYBaHHS 1
0e3neyHuMU 7151 3T0POB 4.

JlJis IpakTUYHUX POOIT BUKOPUCTOBYIOTHCS MPOTpamMu (OHJIAWH CepeloBHUIIA
IaTepueTy, momaTku I MOOUTBHHUX TPHUCTPOiB). Ilepenmik pexkoMeHIOBaHUX
IpOrpaMHMX 3aCO01B:

e omeparliiiHa cUCTeMa,

* Opaysep;

e nporpamu (CepBICH, PO3LIMPEHHS, TOJATKH, CIYyXOM Ta 1HII 1HCTPYMEHTH

[HTEpHETY) 17151 OpraHi3allii HaBYaHHS, B3aEMO/II YUHIB M1 COOOI0;

e cepeloBHINA U1 CHOPUMMaHHSA, CTBOPEHHS Ta peJaryBaHHS TEKCTIB,

300pakeHb, MIPE3CHTAIIIH;
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® CepeloBHINA IS MEPErIsTy HaBYAIbHUX BIJICO, CIyXaHHS MY3UKH, pOOOTH
3 KapTaMu;

e CcepeloBHIINA TPOorpaMyBaHHS IS TS, IJIs BIIPaB 3 aJlTOPUTMaMHU.

Bukopucranus IrpoBUX  METOJIB cTae 0a3orw0 JJId  IEJaroriyHoro
CIIBPOOITHUIITBA 1 CTUMYJIIO€ OTPUMAaHHS COIIAJIBHO 3HAUYyHIUX (KOJEKTUBHUX)
pesynbrariB. [liacuimtorouuM  epeKToM BOJIOAIIOTH PI3HOMAHITHI 3a0XOYCHHS 3a
yCIIIIIHEe BUKOHAHHS 3aBlaHb. [103UTHBHI eMOIlli B Mpolieci HaBYaIbHOI IISUIBHOCTI
CTUMYJIIOIOTH MPOIECH MUCJICHHS, TIaM’SITi, yBaru TOIIIO.

Jliteparypa:
1. Jlomakosceka I. B., Ilponenko I. O., PuBking ®@. M., PiBking . 8. CxomuHKu
10 iHQOpPMaTHKU: MiAPYY. AJs 2 KIJI. 3aralbHOOCBIT. HaBu. 3aki. — K. : BugaBHnumii
nim «Ocsitay, 2012. — 124 C.
2. VYkpaincbkuil ocBiTHIM mpoctip: [Enextponnmii pecypc]. — Pexum noctymy:
http://uop.net.ua/virtualni-muzeji/

TI'pumaiino Ana Apocnasiena, cmyoenmra, kageopa
NnpoSPAMHO20 3a0e3nedeHns,

Hayionanvnuii ynieepcumem «Jlvgiscoka nonimexuikay, m. JIogis;
Ceporok Ilagno Bimaniiiosuu, kanouoam mexHiuHux HAayx,
ooyenum, Hayionanvnuti

yHigepcumem «JIvgiecbka nonimexuikay, M. JIogie

3ACTOCYBAHHHS BBYOBAHUX Y BPAY3EP
CUCTEM JJId BEBCKPAIITHI'Y

@opmynwBaHHA 3agadvi: JaHI € pyIIlEM Cy4acHOTO CBITY, BOHHU
BUKOPUCTOBYIOTHCA y 0ararbox cepax: MTYyYHOMY 1HTEJIEKTi, MAapKETHHTY, I1100pi
nepcoHaiy, 0i3Hec-aHamiTuill Ta iHmMX. Came ToMy, Oyjae JOMiILHO KOPUCTYBATHUCS
IHCTpYMEHTaMH, SIKi CIPOIYIOTh POOOTY OACpKaHHS HEOOXIIHMX CTPYKTYPOBAHUX
JAHUX, 00 MI3HIIIEe BUKOPUCTATH Yac, sIKMM 3201 iU Ha MOITYKY Ta (OopMyBaHHI
NpaBWJILHOTO HA0OpYy HaHWX, Ha JOCHIKCHHS, aHaji3, MOKpalleHHS MOJenen
HaBYaHHS IITyYHOTO IHTEJEKTy Tomlo. Kpim Toro, maHi — 1€ 3Hapsais, SKe B
NpaBWIBHUX pyKax MOXE TMPUHECTH BEIHMKY KOPHCTh. 310paHi JaHI MO)XKHA
BUKOPUCTOBYBaTu JUIsi 300py 1MIH Ta acCOPTUMEHTY Mara3uHiB-KOHKYPEHTIB,
aHaJi3yBaTH BJIACHHUM CalWT HAa HASBHICTh MOLIKO/KEHUX TiMEpPHOCHIIaHb, BIACYTHIX
pecypciB, HEMPAIIOIOYNX KHOMOK Ta 1HIIOTO.

O0’eKT A0CTIIKEHHS: THCTPYMEHTH JJI1 BEOCKpAITiHTy.

IIpenmer  MOCHIIKEHHS: 3PYYHICTh  BUKOPUCTAHHS  3allPOTIOHOBAHUX
1HCTpyMeHTiB Ji1s BeOckpaminry, ix UNUX nu3aiin, BUTTISA €KCIIOPTOBAHUX JTaHUX.

Meta po6OTH: JOCTIAUTH OCOOIMBOCTI BUKOPUCTAHHS BeOCKparepiB s
300py JaHUX, 3pYYHICTh HAJIAINTYBAaHHS, BUJISA EKCIIOPTOBAHUX JTAHUX.
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MeTtoau  JAOCJIIKeHHSA: mijag  9ac  poOOTH  HAJ  JOCHIIKCHHSIM
BHUKOPHCTOBYBAJIOCH JIBa METOJIU:

e EmnipuyHuii — oIliHKa 3py4YHOCTI CIOCOOIB KOMYHIKallii Ha OCHOBI 1HTEPB IO,
0a3yl04rch Ha BJIACHOMY JIOCB1Jll BAKOPHCTAHHS CXOXKHX PECYpCIB JOMOMOINIH B
MOBHIM Mipi BUCBITIMTH HasBHI MPOOJIIEMHU Ta 3HAUTH MOXKIIMBI PIIICHHS.

o TeopeTnyHuil — BUKOPHUCTAHHS JITEPATypPHUX JDHKEPEN, MaTepialiB 3 MEpexi
[aTepHeT, BIAKPUTUX AOCHIDKEHb Ta CTAaTUCTUKHU IS aHali3y Ta OIlHKH
MOTOYHOTO CTaHy peueild B MpeIMETHIN 00J1acTI.

IIpakTuyHe 3HAYEHHNA: MaTepiald TMPOBEACHOTO JOCHIIPKEHHS MOXYTh
BUKOPUCTOBYBAaTUCA MPHU PO3POOJIEHHI BIACHOTO MHPOrPAMHOTO I1HCTPYMEHTY JUIs
300py AaHUX 3 BeOpecypciB.

AHaJi3 BeOckpamepiB: pPO3IISHEMO CKpamepu, Kl € PO3MUPEHHSIMH 0
Opay3epa, TOOTO iX BCTAHOBJEHHS € JayXe HOpocTuM. Jljis BUKOPUCTAHHS HaM
noTpiOHo Matu nuie BebOpayszep Google Chrome.

Pozrnssremo Scraper. 1le po3mmpeHHs 103BOJSIE OTPUMATH J1aHI 3 BEOCTOPIHOK
Ta moMimaryd ix y Tabmuii. KopucrtyBaHHS 1UM pecypcoM € oOMmexeHe. Bin
NpU3HAYCHUH SK TPOCTHH Yy BHUKOPUCTAaHHI I1HCTPYMEHT /il KOPHCTYBadiB
CepeHBOr0 Ta BWIIE PIBHS, SKI 3HAHOMI Ta BMIiIOTh KOopucTyBartucsi XPath — MoBorO
3aMMTIB JIJIs1 BUOOPY BY3JIIB 3 JIOKYMEHTIB.

i

Scraper - [HTepseT-MarasiH ROZETKA™: cdiuiinuil caliT HalnonynapHiworo oHnaliH-rinepMapreTy & Yrpaidi = O X
T Sy = Link. URL
“ip  IuTEpHeT-Marazud ROZETKA™: odiliiHuA canT
E j HaRmOMyNAPHIWLOTO OHNAAH-TINEPMaDKETY B § il s i St
L MHpSIToZ N fudl
Yepaini B
1l 2 HoytSyrn Ta komn'ioTepi hitps:firozetka.com:uafua/computers-notebooks/cB0253/
4 ol
SEelon & 3 Cmaprdonn, TE i enekTpotika hitps.firozetka.com.uafuaielefony-tv-i-ehiekironika/c4627 945/
4
XPath : a g 4 Tosapw Ana redMepie hitps:firozetka.com:ualua/game-zone/cB30261/
3 @ XPath Reference
= o MNoSyTosa TexHika hitps.fibt rozetka.com.ualua/
Columns g [ Tosapu 4na gomy hitps:firozetka.com:uafuatovary-dlya-domalc2394287/
T |HCTpYMEHTH T BETOTOEAPH hiips firozetka com uafualinstrumenty-i-aviofovary/c462 7558/
XPath Name
Link o o LA CanTexHirka Ta pemMoHT hitps:firozetka com.ualua/santekhnika-i-remont/c45284 15/
: 9 fava, cag i ropog hitps:firozetka com uafua/dacha-sad-ogorod/c2384297/
i @href URL e @
10 Cnopr i saxonnexHHs hitps:firozetka com:uafualsporti-uvlecheniyalc46273893/
E ilter:
Hters 11 OQasr B3yTTA Ta NpHEPack hitps:firozetka com uafua/shoes_clothes/c 1162030/
[ Ll Suciude empty resulis
. SElS s 12 Kpaca 7a 3gopos’'s hitps:firozetka com:uafuatkrasota-i-zdorovielc4629305/
13 JuTRsi ToBapu hitps-firozetka.com.uafua/kidsicB8465/
14 3oorosapu hitps:firozetka.com:ualuaizootovary/c3520929/
153 KaHuToBapH Ta KHKrW hitps-irozetka. com.uafuaioffice-school-books/ic4625734/ -
3
Presets Resst Scrape 9 Copy fo clipboard Expoit to Googls Docs...

Puc.1. Intepdeiic Bebckpamnepa Scraper Ha caiiti Rozetka.com.ua

OcCKiJbKH pO3pOOHUKOM IILOTO po3mupeHHs € cam Google, sikuit mae xoporry
peryTallio B raay3l TEXHOJIOT1H, MOXKeMO OyTH BIIEBHEHI, IO IS TTOCTYTa € SKICHOIO.
Ileit IHCTpYMEHT BBa)KarOTh OJTHUM 3 HaWHAQIWHIIIUX 1HCTPYMEHTIB, IKUH HaWKpaiie
MIIXOAUTh THM JIIOISAM, SIKI 3HAWOMI1 3 IPOTrpaMyBaHHSIM Ta BOJIOMIIOTH 0a30BUMH
3HaHHAMH XPath ta JQuery.
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s 4o 0%

A B
43 | Tpasresi sumnma go 50% https://rozetka.com.uafua/promo/maysale/
44 https://rozetka.com.ua/ua/persil_0000101323528/p54081744/
45 | lens gan npannn Persil Cencwmia 3.5 a (£ httpss/frozetka.com.ua/ua/persil_S000101323528/p54581744/
46 https:/frozetka.com_ua/ua/persil-0000101536454/p324 173845/
47 | Tens pna nparna Persil Konop 3 n + Yie https://rozetka.com.uafua/persil-9000101536454/p3241 73845/
48 hittpss/frozetka.com.usua/losk-9000101535662/p32 1559621/
49 | Tenw gna npanns Losk Honlp Apomotepa https://rozetka.com.uajuaflosk-9000101535662/p3 21559621/
50 https://rozetka.com.uafua/perwoll_B000101425864/p240364555/
51 | 3acifi gnR genikatmoro npanus Perwoll C https:/frozetka.com.ua/ua/perwoll_9000101425864/p240364555/
52 https://rozetka.com.ua/ua/persil-0000101534160/p311893589/
53 | lenb mns npanna Persil YuisepcansHuni 3 https:/frozetka.com.ua/ua/persil-9000101534160/p31 1893589/
54 https:/{rozetka.com.ua/ua/259848001/p2 59848001/
55 | NpoTeld Powerful Progress 100% Whey p https:/frozetka.com.uafua/259848001/p2 50848001/
56 hitps:/frozetka.com.uafua/persil_color_9000101321296/p30092144/
57 | rens gna npanqs Persil Konop 3 a (90001 hitpsy/frozetka.com.uafua/pers_color_9000101321296/p39992144/
58 hitps:/frozetka.com.uafua/persil_90001013227200/p105959619/
58 | Tenw ana nparms Persil Colar Deep Clean https:/frozetka.com.uafua/persil_9000101322200/p105559619/
60 hittps:/frozetia.com.ua/ua/persil-9000101536454/p324173845/
&1 | Teab anm npanna Persil Konop 3 n 4 Ywiee https:/frozetka.com.ua/ua/persil-0000101536454/p3241 73845/
2 hittps:/{rozetka.com.ua/uaflenor_B001841163666/p195828690/
63 | HoHueHTposaHwit koHguuionep ans Gim https:/frozetka.com.ua/uaflenor_B001841163666/p195828690/
54 hittps:/frozetka.com_ua/ua/silan_S000101050918/p19628854/
B5 | Dnonkcryeay ana Blnuadn Silan Cencumat hitps:/frozetka.com.uafua/silan_2000101090918/p19628854/
66 hitps:/frozetka.com.uafua/persil_color_9000101321562/p30092384/
67 | Ten ana npands Persil Kanop 5 a (90001 https://rozetka.com.uafua/persil_color_9000101371562/p399592384/
(13 hittps:/frozetka.com.us/ua/kuchenmeister_4101540710315/p35512919/
6% | Mupir KuchenMeister Bechriwi Stollen 5 https:/frozetka.com.uafua/kuchenmeister_4101540710315/p35512919/
0 https://rozetka.com.ua/ua/spell_7500000311197/p2E8056798/
71 | Habip Spell Beaukoguif nowek Hapamen https://rozetka.com.ua/ua/spell_7500000311197/p288056798/
72 httns:/ frozetka.com ualualsoell 750000311180/ 2BRNSSANLS

Puc.2. Bﬁﬁyqui JaHl y BUIIIsl Tabauii y opmati xlsx

[Ile omnum 3 amnanoriB € Data Scraper, sikuii Tex ¢yHKIIOHYe y dopmi
po3mmpennast 10 Opayzepa Google Chrome. Ileit mpomykt Hamae nmemo OuTbie
¢yukiionany. Lle iIHCTpyMEeHT AJi BUITYyUYEHHS TaHUX, KU 1a€ 3MOTy OunIIaTu Oyab-
aKy BeO-ctopinky HTML. [lae 3Mory BuTATryBaTH TaONMIlI Ta CIUCKH 3 OyIdb-SIKOT
CTOPIHKM Ta 3aBaHTaxyBaTH ix y Google Tabmuui un Microsoft Excel. 3a qomomorozo
I[BOTO IHCTPYMEHTY MOXJIMBO TaKOX EKCIIOpTyBaTu BeO-cTopiHku y (aitmu XLS,
CSV, XLSX a6o TSV (.xIs .csv .xIsx .tsv).

Pal Data Mil‘lel‘ 43 Free Office Hours Q) User Forum %, Contact Us ¥ & My Account ¥

(* public T Generic T My Recipes IT Scraping Results ——  * Generic Recipe - Get All Links

&) Home 5
Recipes made by Data Miner that extract
[El User Manual commaon content you may see online, ® P New Scraps M Scrape and Append & Next Page Automation
SCRAPE Q. search by recipe name
B Page Scrape * Generic Recipe - Get Emails
2 Crawl Scrape Columns (1) e =logs ‘ & Download
& New Recipe * Generic Recipe - Get All Links
- - — — saved 3 few seconds ago 1 1 7
| | (Feat)] W ¥ 5/4/22, 8:45 PM rows
MY DATA
* G ic Recipe - N URL, Ph -
" - Generic ecipe - o, URL e, = p— [ e I
{2 Saved Results (1) | o
Columns (5): Company Name | Company N.. (g = L & s s n m
2 Uplories Files = @111 httpsi//rozetka.com.ua/ua/premium, Rozetka Pramium
® ®112  https//rozetka.com.ua/ua/pages/certificates/ MoaapyHKosi cepTudikaTH
o @113 https://rozetka travelfua/ Typh Ta BIANOUMHOK
@114 https//seller.rozetka.com.ua/newseller/ Mpoaaeatk Ha Pozerui
@115 httpsy//rozetka.com.ua/ua/pages/partnership; CniBnpawA 2 Hami
©116  https://rozetka.com.ua/ua/pages/franchise/ OpaHuaanHr

@117 httpsi//rozetka.com.ua/ua/news-articles-prometions/promotions/store_searc OpeHAa MpHMiLiEHs

« ¢|8 |8 10 H R

There are 117 rows in total

Puc. 3. Intepdetic posmmpenns “Data Scraper”

BucCHOBKU: TiciIs MPOBECHHS aHAJI3y HAsBHUX OE€3KOIITOBHUX 1HCTPYMEHTIB
JUIsE BEOCKpAITIHTy JEMOHCTpPYE, IO 1X BHUKOPUCTaHHS O€33alepedHo MOJeTIIye
po0OTY, a/pKe BIPOBAKYE aBTOMATH3allil0 y Tporec 30opy nmanux. Ha cwroromHi
ICHye BeJlHMYe3Ha KITbKICTh SIK OE3KOITOBHHMX, TaK 1 IUIATHUX, SIK y BUIVISIL
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po3lIMpeHHsT 0 Opay3epa, Tak 1 y BHUIJISIAI IUJIOT  TporpaMu;  SK
BY3bKOCTICI1aJII30BaHUX, TaK 1 THYYKHUX CKpamepiB A JaHUX. ToMy cepel po3MaiTTs
MPEICTAaBICHUX KOXKEH 3MOKe o0paru co0l 3pyYHHI 1HCTPYMEHT Ajisi 300py LIHHUX,
320IIa/KYIOYN BOKJIUBHUI Yac, SKUl MO>KHA MPUCBSITUTU BUIYYCHHIO MaKCHUMalbHOT
KOPHCTI 3 ofiep»xaHoi iHdopmariii.

Jliteparypa:
1. How Web Scraping is Transforming the World with its Applications
[Enextponnuii pecypc]. — Pexum goctymy: https://towardsdatascience.com/https-

medium-com-hiren787-patel-web-scraping-applications-a6f370d316f4.

2. Top 10 Free Web Scraping Tools & Their Pros & Cons [Enexrponnuii pecypce]. —
Pexxum noctymy: https://scrapingpass.com/blog/top-free-web-scraping-tools/

3. Bikinemis — XPath [Enexrponnuit pecypc]. — Pexum  npocrtymy:
https://uk.wikipedia.org/wiki/XPath.

I'ypa Bonooumup Tapacoeuu, acnipanm, paxynomem enekmpoHiKu
ma Komn 1omepHux mexuHonoeii, kageopa padioeleKmpoHHUx ma
Komn romepuux cucmem, JIvgiecvkuii HayionanbHuil yHigepcumen

imeni leana Opanka, m. Jlveis;

Cuoop Poman Auopitioeuu, cmyoenm, Qaxyibmem eiexmpouiKu
ma KomMn rtomepHux mexnonoeiu, JIbeiecokuti HaAyioHatbHUL
yHigepcumem imeni leana @panka, m. Jlveig

BUKOPUCTAHHSA MOJEJEN MAIIIMHHOIO HABYAHHSI
IS AHAJII3Y KPUIITOBAJIIOTHOI'O PUHKY

[Torpeba B poOOTI mpu3HaueHa ISl O3HAHOMIICHHS 13 MOJENISMHU MAIIUHHOTO
HABYAaHHS I aHali3y JaHWX, BU3HAYEHHA I1X €QEeKTUBHOCTI Ta TOYHOCTI
nependadeHHs] KOJUBaHb KPUIITOBAIIOTHOTO PUHKY € aKTyaJbHOIO ISl ChOTOICHHS.
Takoxx Momeni moTpeOyroTh CHUCTEMH KEpyBaHHsS 13 BHBOAOM JAaHMX Ha Tpadikw,
K1 JIETKO OOpOOJIATH Ta aHAJI3yBaTH.

Peanizariis BeG-cailTy Al CTBOPEHHSI KOPUCTYBAILKOTO 1HTEpdEiicy, cepBepHOT
yacTUHU Ta Oa3zu naHux. [IpoekT po3ropHyTo i Mepexi IHTepHET 3a JOIMOMOTroo
cepBicy Microsoft Azure. Pe3ynbTaru BUKOPHCTOBYIOTbCS [UIsl TOPIBHSIHHSA
e(EeKTUBHOCTI MOJICJICH aHAaI3Yy.

Opne 13 HaUOLIBII MOMYJIIPHUX CIIIB 3apa3 — «KpunToBadtoTay. Jlana cdepa uu
HE HaWMOMyJSIpHIIIA 1 HAWMPOTPECUBHIIIA Yy CydyacHOMY CBiTi. MinbHOHU JroAei
IIOJHS KYMYIOTh 1 IPOJAIOTh i1, a BiJl HeJaBHa 11 MoYaau BUKOPHCTOBYBATH HE TUIBKH
K croci0 36ep1raHH;1 rpomeld, a 1 SK IUIATDKHI 1HCTPYMEHTH, SIKI MOXKHA
BUKOPUCTOBYBATH 1 MOBCAKACHHOMY KUTTI. Lli111 AepxkaBu 3aiiMarOThCsl PO3BUTKOM Y
naHii cdepi, apKe BBAKAIOTH, 10 3a ITUM MalOyTHE.

Taxuil monuT BUKIMKae MOTpeOy y MPOrHO3yBaHHI pyXy LIHU HA Ty, UM 1HIIY
KPUITOBAJIIOTY, ISl TOTO, 1100 BHM3HAYaTH MOMEHT, KOJMU Tpeda KymyBaTH 1 KOJH
npoaaBatd. BupimmTu 1m0 3amady MO)XKHa 3a JOMOMOTOI0 MOeNed MAalliuHHOTO
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HABYaHHS, Kl aHAJI3YIOTh JaHl. MEeTOI MPOEKTY — € CTBOPECHHS BeO-CaWTy, SIKUM 3a
JIOTIOMOTO10, BIIaCHE, TAKUX MOJEJIeH, Oy/ie IPOrHO3YBATH I[IHY Ha KPUITOBAIOTH.

Ha nganomy erami icHye Aye Majo CEpBICIiB, SIKI MOXYTh 13 JOCTaTHbO
BEJIUKOIO JIOJICF0 HWMOBIPHOCTI TMepeAdadnTH pyX IIHW KPUNTOBATIOTH. Yepes 1ie
KPUIITOIHBECTOPH 3a3HAIOTh BEIUKHX BTPAT, apK€ pyX I[IHA JOyXKEe BaXKKO
nepeadoaYnuTi He030POEHUM OKOM.

Came Uit BUpILLIEHHS! TAaKOTO POy MpoOieM 1 BUMUKae MOTpeda y CTBOPEHHI
JaHui BeO-calTy. BukopucTaHHs MOjeeil MalllMHHOTO HaBYaHHS JIOMIOMOKE OLIbIII
TOYHO MPOTHO3YBATHU HAIPSMOK PyXy PUHKY 1, BIAMOBIAHO, CUTHAJI3YBaTH PO i,
AKi Kpalie 3poOWUTH Ha JaHOMY Bilpi3Ky Yacy. lle MOBMHHO CHpPOCTHUTH JKUTTS HE
JUIIe HOBauykaM y JaHid cdepl, aje 1 OUIBII JOCBIYEHUM TOPIOBISM, SIKI
3BUKJIM BJIAQCHUMM CHJIaMU TPOBOAWTH TEXHIYHUN aHam3 rpadikiB KOJIWBaHb
I[iHU KPUIITOBAITIOT.

OcHOBHOIO (YHKIII€EI0 BEO-CalTy € MPOTHO3YBaHHS I[IHM KPUIITOBATIOTH. Y
3B’S13Ky 3 LIMM HEOOX1IHO miaiOparu NeKiibKa MOjeJeil MOBEMIHKU, K1 HaOUIbII
TOYHO MPOTHO3YIOTh PyX LIHHU, OMUPAIOYUCh Ha JaHi, OTpUMaHi 13 rpadikiB, sKi
BIIOOpaKalOTh IIHOBI KOJIMBAaHHS Yy MHUHYJIOMY. Takok HEOOXiTHO BHUBOIUTH
OTpHMMaHi 3a JIONMOMOTOI0 aHami3y JaHi Ha Tpadiku, o0 MOKPAIUTH Bi3yalbHE
CIPHUUHSTTS IJIs1 KOPUCTyBada CauTy.

[Ile onuiero d¢yHKIIEO cailTy Oylae cUcTeMa CHOBIIICHb, SKI OyIyTh
iJIKa3yBaTH KOPUCTYBAYEBI, SKY JI1F0 Kpallle BAKOHATU Y TOW YU 1HIIMI MOMEHT 4Yacy.

DyHKIIIOHAT TAKOTO BeO-CalTy MOKIMKAHUK CIIPOCTUTH MPOIIEC TOPTYBaHHS Ha
KPUIITOBAIIOTHIN O1p K1, Ta CIIPHUSIE MABUIIIEHHIO JOXO/1B TOproBIliB. [loHMmXKye nmopir
PO3YMiHHSI PUHKY, TaKOX 3HMKYE€ PU3MKHU IPH 1HBECTYyBaHHSI, IO € HAJ3BUYANHO
BaXJIMBUM, OCOOJIMBO JUIsl MOYATKIBIIIB.

Jliteparypa:
1. Steve “ardalis” Smith. Architectiong Modern Web Applications with ASP.NET
Core and Microsoft Azure.
2. Dino Esposito. Microsoft. NET: Architecting Applications for the Enterprise,
Second Edition.
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I'ypa Bonooumup Tapacoeuu, acnipanm, paxyivmem enrekmpoHiKu

ma Komn 1omepHux mexuHonoeiu, kageopa padioeleKmpoHHUx ma

Komn romepuux cucmem, JIvgiecvkuii HayionanbHull yHigepcumen

imeni leana Opanka, m. Jlveis;

Kpacnononvcoka Cogpin Pomaniena, cmyoenm, gpaxynomem enekmpoHiKu
ma KoMn tomepHux mexnonoeiu, JIb8iecoKuil HAYioHAIbHULL YHIBEpCUmem
imeni leana Opanka, m. Jlvsie

BUKOPUCTAHHSA JATYUKA KOHTPOJIIO TEMIIEPATYPHU
Y CUCTEMAX I3 YN CJIOBUM KEPYBAHHAM

CyuacHi MIKpOKOMIT IOTEPH MOXKYTh PO3PI3HATH 00 €KTH, BiA(iIBTPOBYBAaTH
IIyMH, BU3HAUaTH TPEAMETH Ta OO0 €KTH 1 HABiTh BH3HAYUTH TEILJIOBI BIUIMBH.
PeBomronist B maBauax jgana HaM IIOCh OUIbIIE, HDK TEXHIYHMM JOCBIJ: KPUXITHI,
BHCOKOSIKICHI, JCIIEeBl, HU3bKOCHEPTETUYHI, MOB’s3aHI KOMIIOHEHTH, a TaKOX HOBI
IpolLEecH Ta MPOMUCIOBI MOTYXHOCTI, 1100 peayi3yBaTH iX y BEIHUKOMY 0O0Cs3i.
Kokna 1mara — 1€ KOJIEKI[S I[IKaBOro oOnajgHaHHs, OldblIa YacTHHA SKOIO
po3pobIeHa CHelialbHO AJI1 BUMAAKy BUKOPHUCTAHHS MOPTAaTUBHUX MPUCTPOIB, ale,
BUTSTHYBILIU MOTO 3 IIbOTO KOHTEKCTY, MO)KHA BUKOPUCTOBYBATHU I[iKaBl Bpa)KCHHS 32
MeXaMH TOPTAaTUBHOCTI. YIpaBIiHHA MPWIAIOM CTaHE CTaHAAPTHOIO (YHKIII€O, a
BUCOKONMPOAYKTUBHI ~ JaTYMKH Ta  YNPABIIHHSI  MEPETBOPATH  MPOMHUCIIOBY
aBTOMAaTH3allito, OY/IIBIIl Ta HAITY B3a€MOJIII0 3 HABKOJIUIITHIM CBITOM.

[l1 mnpoaykTMBHa CHCTeMa MIAKIIOYEHA 3 JIOTIOMOTOK  amapaTHOoi
Tpancdopmarlii o0ilsge cTaTH HAMOUIBIIOW YaCTHHOK OOYHMCIIFOBAIILHOI PEBOJIFOIT
Ha CHOTOMAHINMIHIA AeHb. | HOro XUBJIEHHA 3HAYHOIO Miporo Oylde HOBHUM KIIACOM
MIKpOKOHTpPOJIEpiB, M0 Hamae psg BOYJOBAaHMX TMIepeBar, cepel SKuX: IliHa,
(GYHKIIIOHATBHICTh MPOYKTUBHICTH Ta BaPTICTh.

Arduino — amapaTHO-TporpaMHa IargopMa 13 CepeOBHINEM PO3POOKH Ha
MoBi Processing. [lepmr Hi>k HOBI MOBHU CTalM JOCTYIHUMH JUISI MIKPOKOHTPOJIEPIB,
noctynHuUMH Oynu aBa BapianTu: C Ta Assembly.

C — momynsipHa MOBa MIKPOKOHTpOJIEpa, Xo4ya BOHa Oyla po3poOiieHa Ha
nouatky 1970-x. [Ins Bukopuctanss 3 mikpokoHTposnepamu C mobpe (pyHKIIOHYE,
OCKIJIbKM BIH Ma€ MOXJIUBICTH OOpOOJSATH BUIUICHHS MaM’sTi, BUKOHYIOUHM MpU
IbOMY CKJIaJiHI (yHKI1, Taki sK omneparopu if, IUKIM Ta MaTeMaTH4HI BHUpa3HU.
Assembly mpononye anbrepHatuBy C 3 KilbKoMa mnepeBaramu. Assembly — 1ie
3acTapijia MOBa, sIKa YaCTO BHKOPHUCTOBYE CeNU(DIUHUN NI MPUCTPOIO KO, SKHIA
MIEPETBOPIOETHCS 32 JIOTIOMOTOI0 YTHIIITHOI IIporpaMu acemoiepa. BukopucroByroun
[0 MOBY, KOPHUCTyBau Ma€ MPSIMHA JOCTyHn [0 LEHTPAIBbHOTO Ipolecopa, e
IpOIEAyPHU MOXKHA PETENHHO BiPETYTIOBATH JUIsl TOUHUX MTPOTpaM CUHXPOHI3aIlii.

DS18B20 — ue uudpoBuii TemnepaTypHuid JaTUMK, OO0 Ma€ 0€37114 KOPUCHUX
¢yukuiit. Ilo cyti, DS18B20 — me minmii MiKpOKOHTpoJiep, KUl Moxe 30epiratu
3HAYE€HHS BUMIPIOBaHb, CUTHAJI3yBaTH PO BUXIJ TEMIEPATYPH 32 BCTAHOBJICHI MEX1
(cami MexXi MM MOXEMO BCTAHOBJIOBATH Ta 3MIHIOBATH), 3MIHIOBAaTH TOYHICTH
BUMIPIOBaHb, CIIOCIO B3aeMoii 3 KOHTpoJepoM Ta Oararto iHmioro. Bce me y myxe
HEBEJIMKOMY KOPITYCl, SIKHi, 1O TOTO K, JOCTYITHUI Y BOJOHEIPOHUKHOMY BUKOHAHHI.
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PesynbraroMm pociimkeHb € iHdOpMaIlis II0AO0 TMOIMYJSPHOTO JaT4uKa s
kjacudikalii TpOrHo3iB TEMIEPATYpHOTO CTaHy Ta WOTO peasisallii 3a JOIOMOTOI0
MikpoKoHTposepa Arduino. OgHak, TaKui HaAIPSAM, KU MOCTIHHO 3pOCTAE, 1 3aBKIAU
€ HOBa MOJIENIb, HA SIKy MOYKHA OYiKYBAaTH 1 PO3IIMPIOBATH MEX1 MOXJIMBOCTEH, pU
3017BIIEHH] SIKOCTI Ta CHAJaHHSIM Yacy OOpoOKH. YIOCKOHAJEHHS aJrOpUTMIB
BIJIKpUBAIOTh MEPCIEKTUBU JIJIs1 pO3POOKU MOJENEH, 10 MOJETIIUTh POOOTY JIOIUHI.
Kontponep orpumye gani 3 gatumka Ta BimoOpaxae ix. L{g mpocrta 3pyuyHa cucrema,
SIKy MO>KHa BUKOPHCTOBYBATH y 0ararb0x BHUIIaKaXx.

Jliteparypa:
1. Arduino: A Technical Reference: A Handbook for Technicians, Engineers, and
Makers (In a Nutshell), 2016 22(10).
2. Iletin B.B.CtBopenHs po3yMHOro OyauHkKy Ha 6a3i Arduino, 2010., 499 c.
3. Krizhevsky, A., Sutskever, I. and Hinton, G.E., 2012. Imagenet classification with
deep convolutional neural networks. In Advances in neural information processing
systems.

Jlpons Bikmopia Bacuniena, suxiaoau-memooucm,
Tpunyyvruii mexniunuii ghaxosuii koneoxc, m. Ilpunyxu

BUKOPUCTAHHA XMAPHOI'O CEPEJOBUIA GOOGLE WORKSPACE
JJI1 OPTAHI3ALII BIPTYAJIBHOT'O OCBITHBOI'O CEPEJIOBUIIIA
B 3AKJIAAI OCBITH

JimxuTtamizaiis oxomuiaa Bcl chepu CYCHUIBHOTO KUTTA YKpaiHu. Yps,
BpaxoBYyIOUl CBITOBI TEHJIEHIIII, B3SIB Kypc Ha LU(POBY TpaHChoOpMaliio AepKaBH.
Bipryanizaiisi cyCHiIbHOTO >KUTTS 3yMOBIIIO€ BIPTyadi3allil0 OCBITH, BHCYBa€ HOBI
BUMOTH [0 3/IHCHEHHsS Cy4acCHOTO OCBITHBOTO Impouecy. Ha OoCBITHbOMY pHHKY
VYKpainu mpakTHKa CTBOPEHHS TaK 3BaHUX BIPTyaJbHHMX 3aKjajliB OCBITH, IIEHTPIB
TUCTAHI[IHOTO HABYaHHS ICHYE BXKE TIOHA]T ISCATHIIITTS, POTE CaMe B OCTaHHI POKH
oCBiTa HaOyBa€ Bce O1IBIT BUPA3HUX PUC BIPTYaTLHOTO CEPEIOBUIIIA.

Po3Butox IKT Ta iX mmpoxe 3acTocyBaHHS B OCBITHIM MHpakTUIll 3pOoOUIIO
aKTyaJbHOIO TPOOJEMATUKY B3a€EMOJIII 3aKPUTHUX OCBITHIX CHUCTEM 1 COILIaJIbHOTO
oroueHHs. Ll obcraBuHa BimoOpakeHa y 3actocyBanHi IKT B ocBiTi Ta opranizarii
CUCTEM BIJIKDUTOTO Ta JAMCTAHI[IHHOTO HaBUaHHS, TakuxX yuyeHux, sk A.Il. €pmios,
B.I1. 3inuenko, M.M. MoiceeB, B.M. Monaxos, M.II. Jlanmuuk, B.}O. bukos, B.M.
I'mymikoB, M.I. Kanpak, B.C. Muxanesuu, A.T. Ky3nemnos, [.A. Houk, A.L
[TaBnoBcekuii Ta iH. Y iX poOOTax pPO3KPUBAIOTHCS MOMKJIMBOCTI, IMOB’SI3aHl 3
3actocyBanHsM KT, mpucssiueni mpoOnemam peamizaiiii KoHIeENIii Oe3nepepBHOI
OCBITH MPOTSTOM YCbOTO KUTTS, IPAKTUYHOTO BTUIEHHS OCOOHMCTICHO-OPIEHTOBAHOI
OCBITHBOI MapaJUTMH.

AkTyanpHOCTI HaOyBa€ 3aBJaHHSA HAyKOBO OOIPYHTOBAaHOTO BH3HAYCHHS
BIPTYaJIbHOTO OCBITHBOTO CEPENOBHUINA Ta KOHKpETH3allll HUIAXIB, Y paMKax SIKUX
moxkiuBe edexktuBHe BukopucTanHs IKT B ocitHiX cuctemax. OmHUM 3 TaKuxX
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IIISXIB € CTBOPEHHS BIpTyaJbHOTO OCBITHBOTO CEPEOBUINA — BiIKPUTOI CUCTEMH, Y
pamMKax sKOi Ha OCHOBI 3aCTOCYBaHHS TEXHOJIOTIM BIPTyalbHOI pPeasbHOCTI
3a0e3neuyeThesl ePEeKTUBHE IHTEPAKTUBHE CAMOHABYAHHS B OCBITHBOMY IPOILIEC.

JlocBia Oaratbox SIK MIXHAPOIHUX, TaK 1 YKPaTHCHKUX YHIBEPCUTETIB CBITUHUTH
Mpo Te, 110 Ha CHOTOHI ICHY€E BXKE JIOCUTh BEIUKA KUIBKICTh SIK KOMEPIIHHUX, TaK 1
HEKOMEPIIMHUX MPOrpaMHUX MPOAYKTIB, IO JO3BOJSIOTH Peai3oBYyBaTH 3aBIaHHS
CTBOPEHHSM BIpPTyaJIbHUX OCBITHIX CEPEOBHILL.

[IpoTsirom OCTaHHIX POKIB yce OuIbIlle 3aKjiadiB OCBITHM YKpaiHU CTBOPIOIOTh
BIpTyaJIbHI OCBITHI CE€pPEAOBUIIA BUKOPUCTOBYIOUH Y CBOTH OCBITHIN AISTILHOCTI Pi3HI
matdopMHu, BJIaCHI HEKOMEPIIIHI mporpamMHi po3poOku abo Taki Bigomi sik Moodle,
Office 365, Google Workspace Toriio.

[IpoBiBIIM aHamI3 ICHYIHOUOTO JIOCBIy CTBOPEHHS BIPTYaJIbHUX OCBITHIX
CepeOBUII] PI3HUX 3aKJIaJiB OCBITH, 3YNMHUHWIKCS Ha KOPIIOpATHBHINA IaTdopmi
Google Workspace. Bona mae psig mepeBar Haj iHIIMMH, a came: O€3IIaTHUN IS
3aKJIa/iB OCBITH; KOPIIOPATHBHA €JIEKTPOHHA aapeca; HEOOMEKEHHI O0O0CST mam’sTi
Ha Google Drive; MOXIHMBICTh 30€peXKEeHHsS pe3yJabTaTiB KOMAaHIHOI poOOTH Ha
cnibHOMY Drive; po3mupeni (yHKIT 0e3MeKkn; MOXKINBICTh MPUEAHAHHS 10 BiJICO
3B’s13Ky Oe3MocepeIHh0 4Yepe3 Kilac, HEOOMEKEHHM Yac BIEO 3B’SI3KY; MOXKIIMBHMA
IMIOPT OLIIHOK MICJIsl BAKOHAHHS 3aBJaHb 3100yBauaMu; aJAMiHICTPaTUBHUI KOHTPOJIb
HaJ OOJIKOBUMH 3amucamMu KopuctyBauiB. OcHoBHUM (oogle cepBicoM y sKOMy
CTBOPIOETHCS BipTyasibHE OCBITHE cepenoBuiie € Google Classroom — 11€ 1HCTPYMEHT,
o 3B’s3ye Google Drive, Meet, Forms, Calendar 1 Gmail, nqonmomarae cTBoproBatu Ta
BITOPSIIKOBYBaTH 3aBIaHHsI, OIIHIOBATH, KOMEHTYBaTH i OpraHi3oByBaTH €()EKTHBHE
CHIIKyBaHHS 31 3100yBa4aM# y CHHXPOHHOMY 200 aCHHXPOHHOMY peXHMaXx.

[lemarorm  KoJIEmXKy  CTBOPIOIOTH Ta  BEAyTh  BJIAacHI  Kilachu 3
IpEeAMETIB/IUCIUILIIH, Ha SKI 3apaxoBYIOTh 3700yBadiB TpynamMu a00 BHOIPKOBO
iHauBiAyanbHo. Knac nns BUKIaZaHHS JUCUUIUTIHM MOXKHA CTBOPUTH OJUH pa3, a
MOTIM KOMIIOBAaTH MOTO, apXiByBaTH, 3a MOTPeOU 3MIHIOBAaTH MOTO Ta JOMOBHIOBATH.
OpHouacHO ~ BUKJAJAHHS  MOXYTh  IPOBOAWTH  JEKUIbKa  BHUKJIQJadiB.
AnMiHICTpalisl MIAKIIOYAEThCS TEX Y POJl  BHUKJIagada JJs KOHTPONIO Ta
MOHITOPHHTY OCBITHBOTO TPOIIECY.

Buxnanau, BukopucroBytoun Google Classroom, Ma€ MOXJIHMBICTh CTBOPIOBATH
HaBYaJIbH1 KJIACH, JUIUTUCS OCBITHIMU MaTrepiajlaMu, CTBOPIOBATH 3aBJIaHHS y PI3HUX
dbopMmax, ab0 BUKOPHCTOBYBATH BXXE CTBOPEHI MaTepiasiv 3 iHIIUX KIIACiB, IEPEBIpITH
piBEeHB 3aCBOEHHS 3HAHB 1 BiJICIIIKOBYBATH MPOTPEC YCIINTHOCTI KOKHOTO 37100yBaya,
a TMIiCTs OI[iHIOBaHHS HMOTO poOOTH, MOBEPHYTH 11 pa3oM 3 MPUBATHUM KOMEHTapeM. 3
Google Classroom 3py4HO TparoBaTy i Ha MOOUIbHHUX TeliepoHax, sSIK BUKIIagaqyam,
TaK 1 3100yBayaM OCBITH.

BuxopucTtaHHs ~ MOXJIMBOCTEH  BIPTyaJlbHOTO  OCBITHBOTO  CEpEIOBHIIA
CTBOpEHOro Ha kopmopatuBHii miardopmi Google Workspace 3nHaunHo miaBHIy€E
iHTepec 37400yBadiB OCBITM 10 HABYaHHSA, CTBOPIOE YMOBH JJIsi CaMOPO3BUTKY,
aKTUBI3y€ Mi3HABaJIbHY MAUSUIBHICTB, cHopuse (opMyBaHHIO  i1HGOpMAIITHOT
KOMITETEHTHOCTI. 3a aonmomoroio Google cepBiciB, SKi BXOISATh A0 KOPIOPATUBHOI
miargopmu  Google Workspace (ocHoBHi cepBicu — 14 ta 53 — nomaTkoBHX),
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BUKJIaAa4l Ta 37100yBayul OCBITH OTPUMYIOTh 1HCTPYMEHTH IS CIUJIBHOI pOOOTH B
OCBITHBOMY MPOIIECI MAKCUMAJIbHO THYYKI, IHTEPaKTUBHI Ta MEPCOHATI30BaHI.

Cporogui XmapHi cepBiCM — TIOBHOIIIHHI HaBYajbHI 1HCTPYMEHTH WIO
JO3BOJISIIOTh  BHKJAJadyy CTBOPUTH BIIACHUN BIPTyaJbHUN OCBITHIM TPOCTIP.
Tak dhopmyroThCsi CyO’€KTHI B3aEMHHHM MK BUKIAJadaMd Ta 3100yBadaMH OCBITH,
a cydyacHl UM(POBI TEXHOJOTII CTAalOTh BAXIWBOIO MEPEIYMOBOIO YCIIIIHOCTI
OCBITHBOTO TIPOIIECY.

Jliteparypa:
1. Hpour B.B. ®opmm jaucraHiiiiHoi opraHizaiii OCBITHBOTO TMpollecy Ta
JipKUTa3anis ocBiti. [HdopmaliiiiHo-pecypcHe 3a0e3MeueHHs] 0CBITHBOTO MPOIECy
B YMOBaX JDKHUTaTI3aIl CyCIUIbCTBA: 301pHUK MaTepiaiaiB MiKHapOIHOI HaAyKOBO-
npaktuuHoi kKoHdepeHnuii, 11 muctomama 2020 p. — KuiB: HaykoBo-MeTonnuHwMii
uentp BOIIO, 2020. — 355 c.
2. Jponp B. Iudposa Tpanchopmariis 3akiaay OCBITH B yMOBaX KapaHTHHY /
B. dpons // OCBITHA TPAEKTOPISA / HML] BOIIO. — 2020. — Ne9. - C. 7.
3. CmynbcoH M. Ta iH. [HTeneKTyaldbHHI PO3BUTOK JOPOCIUX Yy BIPTyaJIbHOMY
OCBITHbOMY TIpocTopi: MoHorpadis / 3a pen. M. Cmynwscon. Kwuis: Ilemaroriuna
nymka, 2015. 221 c.

Koesbacrok Ocman Bonooumuposuu, cmyoenm mazicmpamypu,
JIvsiscokut Hayionanvuuu yHisepcumem imeni leana @panxa, m. JIvsis

CTBOPEHHS KOMII'IOTEPHOI I'PM 3 BUKOPUCTAHHSIM
TEXHOJIOI'Ti PEUKACTHUHI'Y

AKTyajbHicTb. ChOTrofHI ICHY€ BEJIETEHChKAa KUIbKICTH KOMIT IOTEPHHUX 1rOp
PI3HUX XKaHPIB. 3 KOXKHUM JIHEM MOMYJISIPHICTh 1rop TIIBKU 3pOCTAE, MPUXOASITH HOBI
[iKaBl JKaHPU, BHUKOPHUCTOBYIOTbCS HOBI TEXHOJOTIl IXHBOTO CTBOPEHHS Ta
BIATBOpEHHS. Irpu po3moymHanmu CBOIO ICTOPIO y AOCHIAHHUIBKUX J1a0opaTopisix
BUCHUX. DbynM wyacTMHaMM JOKTOPCHKMX JHCEpTAlliii Ta Manu HaA3BUYailHE
MpakTHUYHE 3HaueHHS 1 HiHHICTh. Croyarky irpu OynM AyXe MPUMITUBHUMH, aje
TEXHOJIOTIT HE CTOSUIM Ha MICIl 1 caMe 3aBASIKU JOCSATEHHSM Y KOMIT FOTEPHOMY
MOJICJIFOBaHHI 1 IpOrpaMyBaHHi, CBIT MIT' MOOAYUTH PO3BUTOK BUKOPUCTAHHS PI3HUX
TEXHOJIOTIA IS peanizaili KOMIT'IOTepHUX 1rop. BiamoBigHO, aKTyalbHICTIO
CTBOPEHHS 1 MPAKTUYHUM 3HAYEHHSIM pOOOTH € HaJlaHHS MOXJIMBOCTI 31rPaTu y Ipy,
CTBOPEHY 3 BHUKOPHUCTAaHHSM TEXHOJIOTII PEWKACTUHIY JUIsl CTBOpEHHs mceBao 3d
rpadiku, sKa BUKOPHUCTOBYBajacs 1€ B JIy>kKe paHHINA ernoci 3apoxeHHs 3d irop Ta
sKa Ha TAaHUWA MOMEHT € 3a0yTOI0.

MeTorw BHKOHaHHS poOOOTH € CTBOpEHa KOMIT'IOTepHa rpa, sKa
BHUKOPUCTOBYBaTUME TEXHOJIOT1I0 KUJAAHHS MMPOMEHIB Ta MOXJIHMBICTh 31rpaTH B HET 3
OyIb-SIKOTO TMPHUCTPOIO, L0 MA€ BCTAHOBJICHUU BeO-Opayszep. 3MICT Tpu — 3HAUTH
BUXiJ 13 7abipuHTY sIKOMOra miBHANIE. [pa BIZHOCUTHCS OO >KaHPY EKIIH,
KOHKpETHIIIE JI0 Mi/KaHpy rpa — JabipuHT. MeTol CTBOPEHHS TaKOTO MPOrPaMHOTO
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NPOAYKTY € HaJaHHS MOXJIMBOCTI KOpPHCTyBadaM 3irpaTd Yy pO3BaXKajbHY TIpY,
CTBOpPEHY 3a TEXHOJIOTISIMH, $IKI paHillle BUKOPUCTOBYBAJIMUCA JUIS BiITBOPEHHS
niceBno 3d rpadiku.

3aco0m peanizamii. MexaHi3M KHJIaHHS TMPOMEHIO 1 YTBOPEHHS MPOEKIi
peani3oBaHO HACTYIHUM YWHOM. 3 SIKOiCh TOYATKOBOI TOUYKU KHIA€THCS MPOMiHb. s
Toro a0uW HE IIyKaTd Yepe3 KOXKHY OAMHMII0 MOXJIHMBE 3ITKHEHHS, BBOIHUTHCS
IHKpEMEHT, KM BU3HAYA€ThCA 3 MEBHUM KpokoM mo X Ta Y. Llei iHKpemeHT
BU3HAYAETHCS JUI1 X Ta Y OKPEMO 1 3aJIeKUTh BiJl PO3MIPY caMoOi KIITHHKHA Ta KyTa
KUJAaHHS TpOMEeHI0. TakuM YMHOM, NMOCTYNOBO IHKPEMEHTYIOUM TOYKY MU 3Hai1eMo
BIICTaHb /IO TEPIIOTO BEPTUKAIBHOTO Ta/ab0 TOPH30OHTAIBHOTO MEPETHUHIB.
[le MoXHa Jerko NOO0AYUTH BUIYCTHBIIM 3 OAHIE] TOYKM JiBa BUIIAJKOBI
npomeHi (puc. 1).

Puc.1. Pesynbprar BumyckaHHs JBOX MPOMEHIB 3 OHIET TOUKU

Cepen 000X mEpeTHHIB OJTHOTO MPOMEHIO BUOUPAETHCA T€, IO € OJUKIUM 10
fioro mouarky. TakuM 4YMHOM MU OTPUMYEMO peajibHy TOYKY 3ITKHEHHS 31 CTIHOIO.
Jlani BUpaxoBYEMO BHMCOTY CTIHH, 3T1IHO 3 OTPHMMAHOIO BIJCTAHHIO MPOMEHS Ta
MOYATKOBUM 3a/IaHUM CITIBBIJHOILICHHSM JOBXUHU MPOMEHS 10 BUCOTH: (M0YATKOBA
BHMCOTA CTiHH / BIICTaHb /10 CTIHM) * MOYaTKOBA BiJACTaHb A0 cTiHU. /laHa BHUCOTa
BIJINOBIJIa€ TIIBKA OMHOMY TIPOMEHIO, TOMY BHBOJIOM Ha €KpaH Oyae OauH
BEPTUKAJIHLHUN CTOBIICIb BUpaxXyBaHOi BUCOTH. Jlami OT0 MOXKHA 3alIOBHUTH TIEBHUM
KOJIOPOM, a00 kK TEeKCTyporo. i UIICHOCTI KapTUHKU MOTPIOHO BUITYCTUTH NEBHY
KUIBKICTh TaKUX TPOMEHIB 3 JESIKUM TpagyCHUM KpOKOM. Takum 4YHMHOM,
BUITYCTHBILHN 10 MPHUKIALy 64 MPOMEHI 3 KPOKOM rpaaycy 1, MU OTpUMYEMO CTUIBKH
K BEPTUKAJIBHHUX CTOBIIIIB, ITICJISI 3alIOBHCHHS KOJIHOPOM Ta MacIITaOyBaHHS SIKUX,
BXKE BHMAJIbOBYETHCS TOBHOILIIHHA MpPOEKLis CTiH Ha KapTi (puc. 2). Takox, B
I'pl 3aCTOCOBYETBhCS aJITOPUTM OCKTPEKIHTY, JUIsi CTBOPEHHS PIBHs (BUIAIKOBOT
reHepartii J1a0ipuHTy).

BucnoBku. byno po3poliieHO mporpaMHuil NpPOAYKT — KOMIT IOTEPHY TPy, 3
BUKOPHUCTAHHSAM TEXHOJOTIi pedkacTuHry. Po3poOky Oyino po3moyaTo 31 CTBOPEHHS
OCHOBHOI JIOT1KU I'PH, sIKa CKJIQJA€ThCS 3 3 CKJIAJIOBUX: PIBEHB, TPOMiHb Ta I'PaBellb.
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Puc. 2. Ilpukiiag yTBOpEeHOTO 300paskeHHS

3agaua Kjacy piBHA — II€ BHUIIQJIKOBa HMOT0o TEHepallis Ta 3aJaHHs KIHIIEBOT
TOYKH BUXOIY.

HacrymHuM € Kiac mnpoMeHro. Moro OCHOBHA 3ajaua — e peani3alis
aNTOPUTMY KHJIAHHS TTPOMEHIO, MPOMAJIbOBYBaHHS Ha KapTi Ta 3d peHmep Ha OCHOBI
OTPUMAaHHX PE3YJbTATIB 3 OOUMCIICHbD.

HacTymHuM e ki1ac rpapis. Moro 0cHOBHA 3a1a4a — POMAIbOBYBAHHS TPABIS
Ha KapTi HaJaHHsI MOXJIMBOCTI MEPEMIIIEHHS Ta BUKOPUCTAHHS TMPOMEHIB, IS
OHOBJICHHSI TIO3MIIIT Ta KyTiB Il KUJAaHHS TpoMeHio 1 3d peHJepuHTYy BiJHOCHO
TIOJIOXKEHHS IpaBlIsl BIIOBIIHO.

B pesynbraTi peamizaiiii 1 KOMOIHYBaHHS IIUX TPHOX KJAciB, OyJIO OTPUMaHO
KICTSIK IrpOBOTO TIPOIIECY.

Kopéan FOpin Bikmopoeuu, suxnaoau, Komynanvruti 3axiao
«O0ecvKutl Xy00XHCHIl

koneoxc im. M.b. I'pexosay, m. Odeca, Biodinenns «Kueonucy,
Kopoan I'anna Bonooumupisna, suxiaoau, Komynaneruii 3ax1ao
«O0ecoKutl Xy00XHCHIl

konedxc im. M.bB. I'pexosay, m. Odeca, Bioodinenns «’Kusonucy

OCHOBHI IIIAXOAU I METOAU BUBYEHHA KOJIIPHOI'O BILIUBY
HA IICUXOEMOLINHUU CTAH OCOBUCTOCTI

Sk Bigomo, mporiec BUOOPY AOCHIAHUIIBKUX TMPOIEAYP € OCHOBOIOJIOXHUM
pU OTPUMaHHI TEOPETUYHOTO 1 MPAKTUYHOTO PE3yabTaTy AOCTimKeHHS. [nnbuHa
BUBUCHOCTI 0OpaHOI0 HAMPSIMKY JOCIIKEHHS BUBHAYAETHCSI PIBHEM METOJI0JIOTTYHOT
3a0€3MeYeHOCT], 10 BKJIOYAE€ BHUXIJHI BUMOTHM 1 TIPUHIUIM, TEOPETUYHE
OOIpyHTYBaHHSI BUKOPHMCTOBYBAHMX METO/IB, aJITOPUTMIB 1 MPOLERYp AOCIIIHKEHHS
10 BUKOHYBAJIOCh. TeopeTnuyHe OOIpyHTYBaHHS Ta OMUC JOCHITHUIBKUX MPOLEAYP
IPYHTYETbCSI Ha JIOTIYHOMY aHaji3l iX XapakTepHUX O3HaK — BaXJIUBOCTI,
aKTyaJbHOCTI, HAYKOBOI HOBH3HH, peali3allii TEOPETUUYHUX MOJOXKEHb, HAYKOBUX 1
OPaKTUYHUX PE3YJbTariB, BIAMOBIIHO (HaKTIB MAIMCHOCTI OOpaHOTO HAayKOBOTO
HanpsAMKy. BriuB cBiTia Ha OKO (CBITJIOBE BIMUYTTSA) B 3HAYHINA Mipi 3aJICKUTH BiJ
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JTOBKUHU XBUJI. [Ipu 11boMy Oijie CBITIO OXOIUTIOE€ BECh BUJMMHU Jialla30H JTIOBXKUH

) V(A : )
xBuib AL = 0,40...0,75 MK, a QyHKIISI BUIHOCTH ( )Mae MIEBHY 3AJIEXKHICTh BIJI
JOBXUHU XBWII. BUAHICTH XapakTepuszye YyTIHMBICTb CEPEIHHOTO HOPMAJIBHOTO

JJFIOACBKOI'O OKa IO0 BI/IHpOMiHIOBaHHSI KOXKHO1 JOBXHHHU XBHUJI 3 YCBOI'O zLiana30Hy.

(k=0,555

Haii6inp uyTiuBe OKO 10 BIUIMBY 3€J€HO1 XBHIIL MK), AJis SIKO1 (PyHKIis

BHUJIHOCTHU v(4) NPUIMAETHCS PIBHOIO OAMHULIL. 30pOBa OI[IHKA IPU OTHOMY 1 TOMY K
MOTOIIl CBITJIOBOI €HEPrii A I1HIIMX JOBXKHH XBWJIb MEHIIE, TOAl SIK (DYHKIIis
BHUJIHOCTH MEHIIIC OJIMHHUII 1 BOHA 0OEpHEHO MPOIOPIliiiHA BETUIMHAM €HEPTeTUIHUX
MoToKiB Q, SIKi BUKJIMKAIOTh OJTHAKOBE 3a IHTEHCUBHICTIO 30pOBE BIIUYTTS. 3TiTHO 3
[1] 151 3aJI€KHICTh BUPAKAETHCS HACTYITHUM YHHOM:

V() 1V(4)=0(Q),/10(Q), (1)

Uum menmie 3HauyeHHsI (YHKIT BUIHOTU V(/I), TUM OiJbIlle TTOBUHHA OyTH
eHepreTHYHa TOTYXKHICTh JJIs OTPUMaHHS 3HAYHOTO BiAUYTTS TaKOi K IHTEHCUBHOCTI.
Ilin CBITUMICTIO PO3YMIEThCS CBITJIOBUM TIOTIK, SIKUM BHUIIPOMIHIOEThCA abo
PO3CIIOETHCS OMHUIICIO TOBEPXHI 32 BCIMa HAIPsSMaMH.

Bunnicte XxapakTtepusye po3CisiHHS (BUIIPOMIHIOBaHHsS) CBIiTJIa JaHOIO
JUISTHKOIO TOBEPXHI 3a BCiMa HampsiMKamu. J[Jis XapaKTepUCTUKU BUIIPOMIHIOBAHHS
(po3cisiHHSL CBITJIa B 33/IaHOMY HAmpsIMKy CIY>KUTh SICKpaBicThb B (cBiua/m2), ska
pi3Ha [ PI3HUX HampsMKIB. Y TOPUPOJHOMY TMajarouoMmy OiloMy CBITII
IHTEHCUBHICTh KOJIMBaHb PI3HUX HANpPSMKIB OJHAKOBa. Y TOM K€ 4ac, OCKIJIbKH IOJIE
caMoi XyJIO’)KHbOI KQpTUHU HE € CAMOCBITHHM, HOTO KOJHOPOBICTh HE 3aJICKUTH BiJ
SCKPaBOCTI CBITJIA SIK€ MOTO BUCBITIIOE. KoKHA enemMeHTapHa IJsSHKA KOJIPHOTO
MoJsi  KApTHHH  MOXKE  XapaKTepU3yBaTHUCS  TEBHOIO  KOJIHOPOBOKO  T'aMOIO
(KOJTbOPOBICTIO), a KUIBKICHO KOOPAMHATH KOJIbOPY, SIKI mo3Haunmo depes Q, U, V ,
MPOMOPLINHI KIJIBKOCTI 4epBOHOTO, 3eieHoro 1 cuHboro (Y, 3 ta C) OCHOBHUX
KOJTBOPiB. SICKpaBiCTh KOXKHOTO €JIEMEHTa KOJIPHOTO TOJSi KapTHUHH SIBISE COOOIO
3BaKEHY CyMy 3Hau€Hb KOOPIUHAT KOJIHOPY:

I=0; Q+a; Utas V] (2)

ne a1, a2, a3, — BaroBi Koe(QIlIEHTH KOJbOPY, IO MPEACTABISIOTH COOO0I0
napamMeTpu eJiirca nojspu3aliii KoJabopoBOi XBHUJII.

Koopaunatu koibopy HEOOXiAHI Ui 3pIBHIOBAHHA KOJIPHOTO €JE€MEHTa
KapTUHU. [CHY€ KiJbKa BU3HAYCHb KOJHOPOBUX KOHTYPIB, y BIAMOBIAHOCTI 3 SAKHUMH
KOHTYp Ha KOJbOPOBOMY 300pa)keHHI BiJoOpa)kae TUIBKM Iepernaj sSCKPaBOCTI.
OnHak Take BM3HAYCHHS BHUKJIIOUA€ KOHTYpH, MOB'SI3aHI 3 MOCTIHHOIO SICKPaBICTIO,
TOMY HaWOUIbII TPUWHATHUM BHU3HAUEHHSM KOJIBOPOBHX KOHTYPIB Yy CHCTEMI

KOOPAUHAT Q ,U,V (U, 3, C) € 3naueHHs nepenany CTyNeHs HONSPH3aLlil KolTbOpOBOi
xBWIl. CerMeHTalliio KOJIbOPOBOrO 300pakeHHS MOJOTHA KApTUHU JTIOCUTH MPOCTO B
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peanizalii MpOBOAUTH 3a MapaMeTpamMH MOJspHu3alli (KOJIbOPOBOCTI) Q JU,V, ki
XapaKTepU3yITh KAPTHUHY SIK 00'€KT Y ILIIOMY.

Jliteparypa:
1. Kopb6an IO.B. IlonspusanmoHHbI TpuHIMI pacrno3HaBaHus neera / FO. B.
Kop6an // HaykoBuit Bichuk. — Opeca: ITHITY im. K. Ymuucbkoro. — 2012, —
Nell-12. - C.70-77.

Kopsakoe I20p Bimaniitoeuu, nauanvuux 8i00iny nepcneKmusHux
pospobox TOB « HB® Kpunmony,

bnowyuncokuit bozoan Bikmoposuu, macicmpanm, HTYY "Kuiscokuii
nonimexHiynui incmumym imeni lzops Cikopcokoeo”, m. Kuig

Hayxoeuii kepienuk: Knamuenko Apocnase Muxaiinosuu, kanouoam
mexuiuHux Hayx, ooyeum, HTY'Y "Kuiscokuil nonimexuiunutl incmumym
imeni leops Cikopcwvkozo", m. Kuis

TEILJIOBUH IIYM AK JUKEPEJIO BUITAJKOBOCTI
JJIAA TEHEPALIII BUITA/TIKOBUX YU CEJI

Jlyia renepaiiii iCTHHHO BUMAAKOBUX YHUCET y POl JPKEpesia eHTpomii Mae OyTH
neBHUN (pyHIaMeHTaNbHUM (I3UYHUI TPOIEC, SBUIIE TPUPOAH, & HE TEXHOJOTIUHE
nocsrHeHHs. Hampukian, Hampyra TeIUIOBOrO IIyMy Ha KIHISX —IPOBIJIHUKA
(pe3uctopa) TOPOMKYEThCS (PyHIAMEHTATLHUM SIBUIIEM MPUPOAH, a MIyMOBa
Hampyra, sKa BH3HAYA€ThCA €()EKTOM JIABHHHOTO TPOOOI0 Haszaj 3MIMICHOTO p-n
MEPEXOTY, € TEXHOJIOTTYHUM JTOCATHEHHSM [ 1].

Hampyra TenjaoBoro mymy CTBOPIOETHCS aKTUBHOIO CKJIaJ0BOI0 KOMILIEKCHOTO
ornopy Oy/b-sSIKOTO JIaHIIOTA, HE3aJeXKHO B KUIBKOCTI pe3uctopiB [2, ¢.112]. EPC
TEIUIOBOTO IITyMY €; IOpiBHIOE (Y Cy4yacHIi HOTallii):

e, =~JAkTRB

ne k — nocrtiiina bonsiimana (1.38e-23), T — remneparypa B rpaa. Kenssina, R
— aKTHBHA CKJIaJI0Ba omopy JaHirora B Omax 1 B — mmpuna cmyru mrymy .

Haiinpocrimmii reHepatop Ha OCHOBI TEIUIOBOTO IIYMYy CKJIAJa€eTbes 13
pesuctopa i miacwioBada (Puc. 1).
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Pucynok 1. Cxema reneparopa mrymy.

e R — akTuBHA CckJ1aioBa onopy JiaHiora, mo reaepye EPC e, e, — mxepeno
Hampyry BJIACHOTO IIyMYy MiJICHIIOBayYa, 1, — JUKEPENo CTPYMY BJIACHOTO IIyMY
nigcumoBada, Ky — koedirieHT mocuiieHHs MiJICKIIoBada 3a Hanpyrorw, U, — BUxijgHa
Hampyra IiJICIoBada. Takok HEOOX1HO BpaxyBaTH 1 MIHIMI3yBaTH KOE(MIIIEHT
urymy NF, 110 BU3Ha4yae BIUTUB HIyMy MiJCHIIOBaYa Ha BUX1THUM CUTHAI:

NF:1+&

t

)

ne P, — moTy>XHICTh BIAaCHUX IIyMiB MifICHIIOBa4Ya, Py — MOTY>KHICTh TEIJIOBOTO
IIyMY, III0 TEHEPYETHCS aKTUBHOIO CKJIQJI0BOIO OMOPY BXIJIHOTO jdaHIora. am ans
OTPUMAaHHs JDKepesia EHTPOmii HeOOX1IHO MEPETBOPUTH AHAJIOTOBHM IIIyMOBHMN
curHan Ha uudposuit. [ns mporo BuxopuctoByerbes ALIL. ALIl mpu naificHo
BUITAIKOBOMY CHUTHAJII MOPOPKY€E HE3aJICKHI BUITAKOBI 3HAYCHHS CBOIX JBIMKOBUX
Buxonax. EnTponis mux oxpemux OiT y peanpHomy ALl i3 peanpHuM mrymom Ha
BXOJll MOke OyTH HEIOCTaTHHO BHUCOKA, ajie BUKOPUCTaHHs Oararbox pospsaiB AL
JI03BOJISIE OTPUMATH BUXI1HY MOCIITOBHICTh BUITAIKOBUX O1T, OJIM3BKHUX 0 1/1ealTy.
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Kpaeuyk Onexcanop Bimaniiioeuu, cmyoenm mazcicmpamypu, xageopa CIIICKC
HTYY «Kuiscokuti nonimexuiunuti incmumym imeni leops Cikopcbko2o»

Haykoeuii kepisnuk: Tepeiikoecvkuii 120p Anamoniiioeuu, 00kmop mexuHiuHux
Hayk, npoghecop kageopu CITICKC HTYVY «Kuiscokutl nonimexuiuHutl
incmumym imeni leops Cikopcbko2o»

C TATI/I‘IHI/[I‘/'I AHAJII3 3ACTYCYHKY
B OIIEPAIIIMHIN CUCTEMI ANDROID

CrarnuHuil aHali3 € 3araJlbHONPUKHATOI TEXHIKOK aHali3y Iporpam, Lo
IIUPOKO BUKOPUCTOBYETHbCS B Tally3l O€3ME€KH MPOrpamMHOro 3a0e3leyeHHs.
CratuuHui aHajmi3 NOporpamu, SK @PaBWIO, € OCHOBOI aBTOMAaTH30BaHOTO
IHCTpYMEHTY, SIKUH Oepe B SKOCTI BXIIHUX JAHUX BUXIIHUA KOJA TPOTPaMH,
JOCTIDKYE LEeH KOJ, HE BUKOHYIOUM HOTO, 1 MpPE3eHTYy€E pe3yibTaTH, MepeBIpsSIOUYH
CTPYKTYpy KOy, TIOCHIJIOBHOCTI OIEpaTopiB 1 Te, SK 3HAYCHHS 3MIHHUX
00pOOIIAIOTHCA 1] YaC BUKIUKIB p13HUX QyHKIM [1].

[lepiuM KpOKOM CTaTUYHOTO aHAJI3y € MiArOTOBKA JaHUX. 3aCTOCYHOK IJis
omnepariiitHoi cucremu Android ckinagaeTbes 3 MaHipeCTy, BUXITHOTO KOy Ta (aiiis
pecypciB. Bee Buiie meperniueHe mpenctaBiseTbest ckoMmmniiboBanuM APK  daitiom
3aCTOCYHKy. /[[ns1 BHIOOyBaHHsS HEOOXIIHHUX JI@HUX BHUKOPUCTOBYETHCS IIPOLEC
3BOPOTHOI 1HXKEHEPIi, SKUM Ja€ 3MOTy OTpUMATH KOj 1 JABIWKOBHM (aitn MaHidecty
3agaHoro APK dailiry Ta 101aTkoBO BUBYA€E CTPYKTYpPY 1 CYTHICTb ITporpamu [2].

Hapasi icHye Oararo migxomiB 10 CTaTUYHOTO aHajizy, KOTpi Oyiau
3allpOIIOHOBAHI JUIsl BUPIIIEHHS KOHKPETHHUX 3aJad, TaKuX SK: OLIHKa Oe3leKku
3acTOCYHKIB Android, BHsBICHHA KIJIOHIB JOJaTKiB, aBTOMAarTH3allisl TeHeparlii
TECTOBUX BHUNAJKIB Ta BUSABICHHS HEPYHKLIOHAJIBHUX MPOOJIEM, TMOB’A3aHUX 3
MPOAYKTUBHICTIO YH €HEPTIEIO.

TumnoBuii mpolec CTaTUYHOTO aHali3y BUKOHYETHCS IUIAXOM MPOXOKEHHS
JIBOX €TalliB: aHaJi3y (paitry MaHipecTy Ta CKaHyBaHHS BUX1THOTO KOJY.

Amnani3 daiiniB manidecty. Manidect — e ¢aitn popmary XML, axuii onucye
BCIO 1H(OpMAIliI0O MPO KOMIIOHEHTH mporpamu. JlaHwii eTam aHaylizy Mae€ Ha METi
CKaHYBaHHS BHILE3rafaHoro ¢aily Ha HasgBHICTb Bpa3JIMBUX aTpuOyTiB. Y
HaBE/IEHOMY HUKUY€ CIUCKY I10Ka3aHO OCHOBHI aTpuOyTH Ta CUTYyallli, TP SIKUX BOHU
3HAXOISITHCA B HEOE3IIEl:

- AtpulOyT pe3epBHOIO KOMilOBaHHS. BBaxkaeTbcs BpasiauBUM, SKIIO HOro
3HAYEHHsS BCTAaHOBIICHO. Pe3epBHE KOIIIOBAHHS BHUKOHYETHCS IUISIXOM
KOTIFOBaHHS JIaHUX Mporpamu (Harpukiaa, 6asu gaHux ta (ainis) Ha SD-
kapty. [Hdopmaris mpo mporpamy Ha Kaptii SD MeHI 3axulleHa, HDK Y
nam’sTi MoOuThHOTO Tenedony. CTymiHb Bpa3IWBOCTI JTAHOTO aTpuUOyTy
OLIHIOETHCS SIK HU3bKHUI, OCKUJIBKM CTBOPEHA pE3epBHA KOMis MOXKE He
MICTUTH KOHQIIEHIIIIHY 1H(OpMAITiIO.

- AtpubyT HajmaroJykeHHsA. BBaxaeTbcs Bpa3iMBHUM, SKIIO HOTO 3HAYEHHS
BCTAHOBIIEHO. PeXXuM HamaromkeHHsT BUKOPUCTOBYETHCA [UISI TOTO, II00
MaTH MOXKJIUBICTh PEECTPYBATH BaXKJIUBI Mofii Ta AaHi. CTyniHb Bpa3IMBOCTI
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BBIMKHEHHSI PEKUMY HAJIAro/>)KEHHS OLIIHIOETHCS SIK BUCOKHH, OCKUIbKU MiJ
yac poOOTH TpOrpaMu B PEKMMI HAJTAroMKEHHS MOXe OyTH BHUSBICHO
Oararo koH(IIEHITIHHOI 1H()OpMaITii.

- ExkcmoproBaHi KOMITOHEHTH (aKTMBHOCTI Ta CEPBICH) BBAXKAIOTHCS
Bpa3IMBUMHU 3a caMuM (HaKTOM iX ICHyBaHHS, TaK fAK iX 3MICT He
KOHTpOMNIOEThCSA.  CTYIIHb  ypa3JIMBOCTI €KCHOPTOBAaHUX  KOMIIOHEHTIB
OIIHIOETHCA K HU3BKHM, OCKUIBKU BX1AHI TOYKH MOXYTh OyTH 3aXUIIEHI, a
KOMIIOHEHTH MOXXYTh OyTH €KCIIOPTOBaH1 HABMHUCHO [3].

CkanyBanHs BuxigHoro koxy. I[lomepenHbo MiATOTOBIEHUM KOJ MPOrpamu
IPEACTABISAETHCS B MEBHUX aOCTpaKTHUX MOAEHAX (Hampukial, rpadik BUKIHKIB,
rpadik MOTOKY KepyBaHHs abo miarpama kiacie/mociigoBHocteir UML) Ha ocHOBI
mimerd anamizy. Ili abcTpakTHi Mozeni (akTHYHO 3a0e3MedYyroTh CIPOIICHUIN
iHTepdeic 11 MATPUMKH KIIEHTCHKOTO aHAII3y BEPXHBOTO PiBHS.

Haiinpocrtima ¢opma aHamizy MoXe 31HCHIOBAaTH TMOIIYK KOHKPETHUX
MapkepiB y  KONI; HampuKIaJ, OCKUIBKM JOCTYNm A0  KOHQIiJeHIIHHOT
¢yskmionansHOoCcTi B Android 3mificHioeTbess uepe3 BUKIMKH APl ¢peitmBopky,
MOXKHA HIYKaTH B KOJI MpPOrpaMu IHCTPYKLII BUKIMKY HAOOpy BIJOMHUX METOJIB
bpeitmBopky. OpHaK, MaHWM MAX1J HE BPAXOBYE KON, SKHM IMIKIIOYAETHCS 0
nporpaMu 3 1HIMX 010710TeK, ane (PaKTUYHO HE € YACTMHOIO BUKOHAHHS MPOTpami,
10 MO>KE MPU3BECTH JIO MOMUIIKOBOTO PE3yJIbTaTy aHaji3zy.

VY 3B’S3Ky 3 IIUM ICHYIOTh MOKpAILEHI METOJY CTaTUYHOTO aHali3y KOy,
a came:

® aHaJIi3 MOTOKY yIpaBiiHH [4];
® aHaJI3 MOTOKIB JaHuX [5];

e TOYKOBHUM aHami3 [1];

e anroputMmu Call-Graph (CG).

Jlns mpukiady, aHali3 MOTOKY YIPaBIiHHSA YCyBae MpoOieMy HE3alisHOro
koxy. Jlanuii MeToj] BUMarae BU3HAYeHHsS] TOUKH BXOJY, 3 K01 CJIIJ pO3IIOYaTH aHai3
noTtoky. Bci tunu nonit Android (KUTTEBUI 1UKI, OJEPKYBay, 3BOPOTHUN BUKIIHK,
iHTepdeic KopUCcTyBaua) BBAXKAIOTHCA TOUYKAMHU BXOAY, SKIIO BOHHM 3apEECTPOBaHI Yy
nporpamMi B Oyap-sIKHi MOMEHT ii BUKOHaHHS. Ha OCHOBI BH3Hau€HUX TOYOK BXOTY
TeHEPYETHCSl BHYTPIIIHBOMIPOLEAYPHHM Tpadik MOTOKY YIpaBiliHHSA, KOTPUNA MICTHTb
JUIIE KOJ, IO BUKOPUCTOBYEThCA Yy mporpami. Jlamuii miaxiag 3Ha4HO 301IbIIyE
MIBUKICTH Ta SKICTh MTPOBEICHHS CTATUYHOTO aHAJII3y 3aCTOCYHKY [6].

JlocmipkeHHsT IMOJO0 CTaTMYHOTO aHamizy mnporpam  Android mBuako
PO3BUBAIOTHCS, CTBOPIOIOUM BCE OUIBLI MPOCYHYTI MIAXOAM MAJIi CTaTUYHOIO
BUSIBJICHHS MPOOJIeM Oe3MeKH B KOJI1 TPOTPaMH.

3a IOMOMOrOI0 CTAaTUYHOTO aHali3y MOXKHA BHUSIBUTH 0OaraTo Bpa3iuBOCTEH,
TaKUX SIK: BUTIK NMPUBATHUX JAHUX, HECAHKI[IOHOBAHHWM JOCTYIl 10 3aXMILEHUX a0o
OPUBaTHUX PECYpCiB, 1H €KIIA 3J0BMHCHOTO Kkoay. CTaTHYHMI aHaji3 TaKoX
BUKOPHUCTOBYETHCSI JUIsl BUSIBICHHS HEMPABOMIPHOIO BUKOPUCTAHHS JO3BOJIIB,
HAJMIPHOTO CIIOKMBAaHHS €HEpPTii, BUSBICHHS KIOHIB 3aCTOCYHKIB 1 CTBOpPEHHS
tecTiB. HapemTi, BiH BUMarae MEHIIE amapaTHUX pPECypciB y TMOpPIBHSIHHI 3
TUHAMIYHUM aHali3oM. Bce Bulle mepemidyeHe poOUTh JaHWUW MiAXiJ BaKJIWBHM
THCTpYMEHTOM Yy cdepi 3aXucTy 1H(OopMaIlii.
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Onpuck Temsana Apocnasiena, cmyoenmia cneyianrvhocmi « Kibepbesnexkay,
4 xypc, Hayionanonuu yHisepcumem «JIb8iscoka nonimexHixay

Hayxkosuit kepienuxk: Jlax FOpiii Bonooumuposuu, xanouoam ¢izuxo-
MamemMamudHux HayK, 0oyeHm Kageopu saxucmy inghopmayii
Hayionanvnozo ynisepcumemy «JIvgiscoka nonimexuika»

BUKOPUCTAHHS ITPOTOKOJIIB BE3IIEKA
JJIA BAXUCTY BE3IPOTOBUX MEPEXK

[Tpotokomu 6e3nexkn Wi-Fi BUKOPUCTOBYIOTh TEXHOJIOTiO MM PYBaHHS 33715
3aXKUCTy OE3MPOBITHUX MEPEXK 1 3aXUCTY JIaHMX CBOIX KIIIE€HTIB. be3npoToBi Mepexi
4acTO MEHII 3aXMINEHI, HDXK JIPOTOBI, TOMY IIPOTOKOJIU OC3MEeKU OE3IPOTOBOIO
3B’S3Ky MAalOTh BHWpIIIaJbHE 3HAUEHHS IJIs Oe3leKn KOpUCTyBadya B IHTEepHeETI.
Haitnommpenimumu croroani npotokoiamu oesnexku Wi-Fi € WEP, WPA, WPA2 Ta
WPA3.

WEP (Wired Equivalent Privacy) — naiicTapimuii 1 HalmommpeHimmii
nporokon 6e3nexku Wi-Fi. Ile OyB xoMmoHeHT KOH(]IACHIITHOCTI, BCTAHOBJICHUHA B
IEEE 802.11 — nabopi TeXHIYHUX CTaHAApTIB, SKI Majdd Ha MeETI 3a0e3MeyuTH
oe3npotoBy JokanbHy Mepexy (WLAN) Takum ke X piBHEM O€3IeKH, K 1 B
apotoBoi jokanbHoi Mepexi (LAN). WEP OyB parudikoBanuii sk crangapt Oe3nexku
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y 1999 porii, ogHak MpoTAroM 6araTboX POKiB CTPaKIaB BiJl Bpa3nuBoOCTe. OCKUIbKU
o0uHrCIIIOBaIbHA MOTYKHICTD JIUIIIE 3pOCTaa, Bpa3iuBl MICIIS 3a3HaBaIH 111 OLIbIINX
arak. To »x Wi-Fi Alliance o¢iuiitno npunuuaus podoty WEP y 2004 potii.

WPA (Wi-Fi Protected Access) — mpotokon Oe3nexu 6e31pOoTOBOTO 3B’SI3KY,
BunymeHud 'y 2003 poui Ayis YCyHEHHsS 3pOCTAlOuMX Bpa3IUBOCTEH CBOTO
nonepenauka WEP. IIporokon WPA Wi-Fi € 6inbmn 6e3neunum, Hixk WEP, ockinbku
BiH BUKOPUCTOBY€E 256-01THHI KITI0Y 715 IIU(PYBaHHS, U0 € TOTY>KHUM OHOBJICHHSIM
y MOPIBHSAHHI 3 64-po3psiaHUMH Ta 128-01THUMH KITFOYaMHU, SIKI BUKOPUCTOBYIOTHCS B
cuctemi WEP.

WPA Takox BUKOPUCTOBYE npomoxon wacosoi yinichocmi kaoua (TKIP), axuit
JMHAMIYHO TeHepye€ HOBUM KIIHOY JJIA KOKHOTO Taketa abo omauHuii aanux. TKIP
Habarato Oe3meyHilmMi, HiXK cucreMa 3 (DIKCOBAHUM KJFOUEM, SIKY BUKOPHCTOBYE
WEP. TIpore WPA ne noz6asnennii HenomikiB. TKIP, ocHoBHMi1 komrioneHT WPA,
OyB po3po0IeHMI 11 BIPOBAKEHHS B cucTeMu 3 miarpumMkoro WEP 3a monmomororo
OHOBJIEHHs Mikponporpamu. Lle nmpusseno no toro, mo WPA Bce mie 3anumiaBcst He
IIIJTKOM HaJIHHUM MPOTOKOJIOM JIJISl 3aXUCTY O€3POTOBOTO 3’ €THAHHS.

WPA2 (Wi-Fi Protected Access 2) — 11e Bke Apyre MOKOJIIHHS 0€3ApOTOBOTO
npotokony Oe3neku Wi-Fi Protected Access. Sk 1 iioro momepeanuk, WPA2 Oys
po3pobnenuit ans 3axucty mepexxk Wi-Fi. WPA2 rapantye, mo nasi, Hajiciani abo
OTpUMaHi uepe3 Bally Oe3IpOTOBY Mepexy, OyayTh 3almugpoBaHi, 1 JUIIE JIOAU 3
BalllUM MEPEKEBUM MapojieM MawTh jaoctyn Ao Hux. I[lepeBara cuctemu WPA2
noJjisiraja B TOMY, 1110 BOHA IMPEACTaBWIa po3lupeHy cucremy mudpysanas (AES),
mo0 3aminuTH Outbim Bpa3nuBy cuctemy TKIP, ska BukopucTtoByBajacs B
opuriHajibHOMY MpoTokoai WPA.

Cuctema mudpyBanass AES HacTiibku Oe3nedyHa, M0 MOTEHIIHHO MOXYTh
3HaAOOUTHCS MUIBMOHM POKIB, mepmr HiX araka Tpyooi cumm (brute force)
CylepKoMI'toTepa 3i1aMaTu ioro mudpyBaHHs. OAHAK € MNPUITYIIEHHS, YacTKOBO
3aCHOBaHI Ha BUTOKY IOKyMEHTIB ATeHTcTBa HarioHanpHO1 O0e3neku (AHB) Enapaa
Cuoynena, mo AES mae npunaiiMui omny cinalkicte: backdoor, sika morna Oytu
HAaBMHCHO BOymoBaHa Yy #oro gu3aitH. Teopetmuno, backdoor mo3BonHTH
3MOBMHCHHUKY OTPUMAaTH AOCTYH J0 Mepexi 3HauHO Jiermie. OCKUIbKY MH(pyBaHHS
AES € ocnoBoto 6e3nexku WPA?2 ta Gararpox 1HIIHMX 3aX0fiB Oe3neku s [HTepHerTy,
MOTEHIIHE ICHYBaHHS TaKOi BPA3JUBOCTI BUKJIMKAE BETUKE 3aHETIOKOEHHS.

WPAZ2-Enterprise Oyno ctBopeHo 100 pomgatu g0 WPA2 nomatkoBoro
3axucty. BiH 3a0e3neuye ayauT KOPUCTYBayiB 1 YCyBa€ PU3UK BUKOPUCTAHHS
CHUIbHUX TMAapoJiiB NpPH BHUKOPUCTAaHHI PpO3IIMPEHUX MeEToAIB Oe3meku. s
posropranas WPA2-Enterprise motpiben cepep Radius, depe3 sikuif mpoTOKOII
nepeBipsie KOpucTyBadiB Mepexi. Takoxk, WPA2 3BopotHo cymicHuii 3 WPA, BiH
3abe3reuye mu@pyBaHHs Ta BUCOKUN PIBEHb OC3IMEKHU.

WPA2-Enterprise BAKOPHUCTOBY€ €Kl MPOTOKOIHN ayTeHTU(IKALIIT:

e EAP-TLS — 3acHoBaHuii Ha cepTudikarax MpOTOKOI, IKHI BBAKAETHCS OJHHUM 13
Haitoe3neuHimux craHaaptiB EAP, ockinbku BiH yCyBae PHU3MK BHUKpPaJICHHS
OOJTIKOBHUX JaHUX.

e EAP-TTLS/PAP — npoTokos Ha OCHOBI OOJIKOBUX JaHUX, SIKUH BUMAarae JIUIIE
aBTeHTH(IKAIlli 31 CTOPOHM CepBepa, TOAI SK aBTEHTHdIKAIlil KOpHUCTyBada
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HeoOoB si3koBa. Lleil mpoTokosn MICTUTH OaraTo Bpa3IMBOCTEW, HANPUKIAL —
J03BOJISIE HAJACUIIATH OOJIIKOBI JaHI KOPUCTYBa4a y BIAKPUTOMY TEKCTI, SIKUH
MoOke OyTH Bpa3iuBHUM 10 KibepaTak, sik-oT Man-In-The-Middle, 1 moxxe Oytu
JIETKO TMEePEBU3HAYCHUN AJIs JOCSITHEHHS IIUIeH XaKepa.

e PEAP-MSCHAPv2 — mporokosl Ha OCHOBI OOJIKOBUX JIaHHMX, PO3POOICHUIN
Microsoft mist cepenoBuin Active Directory. Bin He BuMarae xoHdiryparii
nepeBipky  cepTudikata cepBepa, 3aJIUIIAIOYM MPUCTPOI BPA3IMBUMU J0
BUKpPaJCHHS 00JIIKOBUX JJAHUX T10 TTOBITPIO.

WPA2-PSK, abo k, gk Horo Takok Ha3zuBaroTh — WPA2-Personal, 3axumae
BiJl HECAHKI[IOHOBAHOTO JTOCTYITY JO MEpEX1 3a IONOMOIOIO MapoJisi HAJAIITYBaHHS.
Leit meTon po3poOiieHui AJi JOMAIIHIX KOPUCTYBayiB 0€3 KOPIOPaTUBHOTO cepBepa
aytentudikarii. [1{o6 3ammdpysatu mepexy 3a qonomororo WPA2-PSK, Bu moBuHHI
HAJaTh CBOEMY MapUIpyTH3aTopy 3BHuYaiiHy passphrase (mapomnbHa (pasa
JATHHUIICIO) JIOBKUHOIO BiJl 8 10 63 CUMBOJTIB.

Icuye Tpu popMmu 1ILOTO METOAY, a CaMe:

- WPA2- PSK (AES)

- WPA2- PSK (TKIP)

- PA2-PSK (TKIP/AES)

WPA3 (Wi-Fi Protected Access 3) — 11¢ HalHOBIIIUN MPOTOKON OE3MEKU
0€31pOTOBOTO 3B’SI3KY, pO3p00aeHUN A udpyBaHHS JAHUX 33 IOMOMOTOI0 YaCTOTO
i apromatuyHoro Tumy InudpyBaHHs mig Ha3Bow Perfect Forward Secrecy. Bin
OlnbIn Oe3meuHuii, HDK Moro momepenHuk WPA2, ane 1ie He OTpUMaB MIUPOKOTO
nomupeHHss. He Bci amapatHi 3aco0u  aBTOMaTuyHO MmiaATpumyroTh WPA3, 1
BUKOPHUCTAHHS IILOTO MPOTOKOJIY 4YacTo BUMarae popororo oHoieHHs. Lo x
CTOcOBHO Merony pobotn — WPA3 BukopucroBye 128-pospsane mudpyBaHHS B
pexumi WPA3-Personal (192-6itoBe B WPA3-Enterprise).

OckinbKu 3 SBISETbCS BCE Oiiblle 1 OUIbIIEe Bpa3IMBOCTEH y O€3IpOTOBHX
MEpeX, MU 3aBKId MOBUHHI NaMm’sTaTd Mpo 3axoau Oe3neku Ta OyTH Ha KpPOK
norepeay 3JMOBMHCHHUKIB. MU MOXEMO YHUKHYTH arak Ha Oe3apOTOBI Mepexi,
3aBXKIM BUOWparoun HaiiBuily Bepciro WPA, komnu 11e MOXIIHBO.
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«/Ivgiecoka nonimexwuika», m. Jvgie

THTEJIEKTYAJIbHA THOOPMAIIMHA CUCTEMA MOHITOPUHT'Y
BIPK KPUIITOBAJIIOT

Te3n mnpuCBAYEHI MOHITOPUHTY Ta MOJACIIOBAHHIO OIpX KPUITOBAIIOT.
3acTOoCyBaHHS METOMAIB JOCIIIKEHHSI 0a3yeThCs Ha aHai31 ICHYIOUHMX METOMIB Ta
IHCTPYMEHTIB aBTOMAaTH30BaHO-MAaTEMaTHYHOTO MOJICITIOBAHHS JOCTiKEHb YaCOBUX
pSAAIB HAa TPHUKIAAI PUHKY KPUITOBATIOT. J[OBeneHO, IO BHUKOPUCTAHHS OKPEMHUX
METO/1B HE € aKTyaJIbHUM, OCKIJIbKA BOHHM HE JIAlOTh aJ€KBATHOI OI[IHKU 3a3HAYCHOMY
PUHKY, TOMY KOMIUIEKCHUM MIAXiJ € HalHOUIbII NpUHHATHUM. TOMy MOHITOPHHI Ta
MOJICITIOBaHHS JACSIKUX KPUITOBAIIOTHUX OIpXk 13 PI3HUM CTYNEHEM KariTali3amii
peanizoBaHo (pakTaIbHUM Ta PEKYpPEeHTHUM MeTofamu (piHaHCOBUX pHUHKIB. [
MOPIBHSHHA OTPUMAHUX pE3yJbTATIB MPOIMOHYETHCS KOMIUIGKCHHH MIAXIT 3
BUKOPUCTAHHSIM PEKYPEHTHHX Jiarpam, siki JOMOMAaraloTh BU3HAYUTHU CTAOUIbHICTD
KpunToBaimoTH. Halikpaii curHanu JJis KpUNTOTOPTiBIII TE€HEPYIOTHCS HAa OCHOBI SIK
TEXHIYHOTO, TaK 1 ()yHJIaMEHTAJIBHOIO aHai3y. 3a JOMIOMOTOK TOPTOBUX 1HIUKATOPIB
TaKOX MO)KHA T€HEpyBaTu CBO1 rpadiku, aje BOHU MOBUHHI OyTH J1HCHO npodeciiiHi.
OCKUTbKM  ICHYIOTH JECSATKH 1HJAMKATOpIB, SKI MOXXHAa BHKOPUCTOBYBaTH ISl
reHepyBaHHs UX TpadikiB, XUTPICTh TAKOXK MOJIATA€ B TOMY, 11100 3HATH HAWOLIbBII
peJIeBaHTHI 1JI MOTpeo.

Haiikpami kpuntorpadikd 3HOBY » TaKW 3aCHOBaHI Ha KOMOIHAIlli TaKTHUKHU
aBTOMAaTu4yHOi Ta pydHOi TopriBmi. Haiikpamy orutauyBaHi KpunTo-rpadiku Asis
TOPriB/Il 3aCHOBaHI Ha TEXHIYHMX Jiarpamax, (yHIaMeHTalbHOMY aHajii3l Ta
MOKJIAJAaI0ThCA Ha iH(opMaliro, 310pany O0otamu (B OCHOBHOMY U €()EKTHBHO) i3
KaHaJiB coliaJbHUX Mepex. Ha pospoOneniit mmardgopmi kpuntorpadii, moTpioHO
BUOpAaTH 1HAMKATOP, JUISI SKOTO MOTPIOHO CTBOPUTH ILIHOBY MOJIENb MPOTSATOM
BuOpanoro nepioxy. Ha miit margopMi 0CHOBHOMY BHOUPAETHCS 1HAMKATOP 1 YACOBI
pamKu Juist aHoi ToproBoi mapu, Hampukiaa, BTC/USD, 1 giarpama reHepyeTbes
aBTomMaruyHo. llicims cTBOpeHHs miarpamMul [Uisl JTAHOTO 1HAMKATOpa, MOJEIb
BUBOJUTHCS Ha Jllarpami BiAMOBIIHO 10 JiHIA TpeHay iHaukatopa. Lli mociOHuKku 3i
3HaHHS TOYOK i IIHK Ta iX HakBakue po3mu@pyBaTu mig 4ac moOyI0BU CUTHAIIB
KyMmiBJIi Ta MpoAaxy KpumnrtoBadtoT. Came TyT 3aCTOCOBYIOTHCSI BEJIMKI 3HAHHS Ta
nocsia. Pi3H1 Moaeni miarpaM, siki MO>KHA O4iKyBaTH Ha Jiarpami, BKJIIOYaIOTh OIIPH,
BEJIMKUN pPyX, MOCIIOBHI CBIYKH, APAiB, METEIWK, BUCXIJIHI/CIIAIHI TPUKYTHHUKH,
royioBa 1 Iuiedi abo 1HBEPCHI ToJioBa 1 IUIEYl, KaHaJ Bropy/BHU3, MaJiHHA/MIIAOM
KJIMH, TOABIMHUN 3HU3Y/3BEpXy, MOTPIMHUM JTHOM/3BEPXY, OHUYAUNM/BEIMEKHUM
parnopoM, MPsIMOKYTHHKOM, Oudaunm/Beamexum BumieioMm, Gartley, ABCD 1 3-
TOYKOBHUM PO3IIMPEHHIM a00 KOPEKIIIETO.

[lepenbauyBaHa 1iHa B OCHOBHOMY MOTpAIUIsi€ B paMKU MOJEII, SIKIIIO MOZEIb
He nepeadavyae mMpopuBy B OJHOMY a00 ABOX HAMpsIMKax IIHUA, TOOTO B OiK 3HM>KCHHS
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abo 3pocTaHHA. AHami3 TeHEpye [i€BUN TOPTrOBHM CUTHAN, SIKHH B OCHOBHOMY
MIPOTHO3Y€E — MOBOIO HECTEIliagicTa — MaHOyTHIO MOXKIIMBY ITiHY, 3a SKOIO HallKpare
pyxatucsi TpeH[, K po3UH(ppyBaTu 3a JONOMOTO0 rpadikiB Ta 3HaHb 1HIUKATOPIB.
binpuricts kpunto-rpadikiB reHEPYIOThCS Ta MEPENAlOThCd B aBTOMAaTHYHI TOPTOBI
OO0TH AJI1 aBTOMAaTUYHOI TOPTiBJII KPUITOBAIIOTOIO ab0 akTHBamH. Tpeiepu Takox
MOXYTh T'€HEpPYBaTH Ta 3aCTOCOBYBaTH CBOI rpadiku BpyuHY, aje 1€ CKJIAJAHO Ta
OOMEXKEHO, OCKUIbKM TaKHil aHalli3 He BPaxOBy€ CTUIbKM pPI3HOMAHITHOI Ta
aKTyaJbHO1 PUHKOBOI 1H(pOpMaIlii, IK eEeKTUBHI OOTH, sIKI OTPUMYIOTh 1H(pOpMaIIio 3
KUIBKOX JDKepen 3a JideHl cekyHau. Signals Blue € omanum 3 HaWO1IbII
BHCOKOOILIAUyBaHHUX MOCTAYAIbHUKIB KPUIMITOCUTHAIIIB, HA SIKUX B MOKETE 3BEPHYTU
yBary, KOJIM JIyMaeTre IIpO aBTOMATH3AIlll0 KPUITOTOPTiBIl, OCKUIBKA BOHHU
ninTpumytoth curHaau APl ta Cornix Automation Ha BCiX IakeTax. Yci
iHpopMalliitHi TMOTOKM HAAXOJATh Y OCOOMCTHM KaOlHET KOpuCTyBada Ta
30epiratoThcsi depe3 po3podsenuii dynkiionan abo Cornix Automation ta API —
webhook un JSON. I'pyna Hajae pi3Hi TUIIKM CUTHAJIB, BKJIIOYAIOYU KOPOTKOCTPOKOBY
ab0 CHOTOBY TOPTIBIIO, CHUTHAJIM KyHIBI/IPONaxy 3 KPEIUTHUM IUICUEM,
CEpEeTHBOCTPOKOBI Ta JOBTOCTPOKOBI CUTHANHU KYMIiBI/TIPOAAXKy Ta 3arajbHi MOpaau
1010 TOPTIBJIl aJTLTKOWHAMMU.

[TakeTn BiAPI3HAIOTHCA 3a TPHUBAIICTIO HagaHHS rpadika Big 1 wmicsausg o
JOBIYHOT MIAMHUCKH. 3TiHO 3 aHATITUKOIO BeO-pecypcy, NOTOYHA TOUHICTh CHUTHAJIIB
cTaHOBUTB 86,21%, a 1HOA1 1 10 97%.

Ha ocHOBI pe3ynbTariB AOCHIPKEHHS PUHKY KPHIITOBAIIOT MOXHA 3pOOHUTH
BHUCHOBOK, III0 KPUIITOBAIIOTH MAalOTh JOBIOCTPOKOBHM MOTEHIiaN 1 MEPCIEKTHBHU B
yMOBax KpU3HU CydacHOI I7100ai30BaHOi eKOHOMIKH. R/S-aHani3 mokasye, 1o CTIMKI
710 TeHJICHIIIN KPUIITOBAIIOTH € HAWOLIbII KalliTali30BaHUMU i yac kpu3u. Ripple,
KPUIITOBAJIIOTA, sKa € OMIIIHHUM TIaThKHUM 1HCTpyMeHToM B Amnonii 3 2017 poky,
BI/I3HAYAETHCA CBOEIO CTAOUTbHICTIO. KOMIUIEKCHUI MmiAXiq 0 MOHITOPHHTY Ta
MOJICTIOBAaHHSI PUHKY KPHUITOBAIIOT 32 JOMOMOTOI0 PEKYPEHTHHUX JiarpaMm Hajae
1H(GOpMAIIIIO PO TUMYACOBY KOPEJISILII0 TOYOK (pa30BOTO MPOCTOPY Ta 3 IOCTATHHOIO
TOYHICTIO BU3HAYA€ CTaH 1 TEHJAEHIIT pO3BUTKY KPUITOBAIIOTHUX PUHKIB HE3aJIEKHO
Bil iX kiacudikamii. AHami3 PUHKY KPHUOTOBATIOT y poOOTI 103BOJIAE 3pPOOUTH
BHUCHOBOK, IIO0 CTaH BAJIIOT Ha HBOMY € JOCUTh CTaOLIbHUM Ha IOTOYHY [ary.
3anpornoHOoBaHa METOJOJIOTiS MOHITOPUHTY Ta MOJEIIOBAHHS PUHKY KPHUIITOBAIIOT
Ma€ TPaKTHYHE 3HAUEHHS, OCKUIBKH JO3BOJUTh MOTCHIIIMHUM 1HBECTOpaM
chopmyBatn npuOyTKOBUU moOpTdenr 3 BHCOKUM pIBHEM HaJIMHOCTI Ta
CTaOUIBLHOCTI B Yaci.
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POJIb KOMIT'IOTEPHOI KPUMIHAJIICTUKH Y 3ABE3ITIEYEHHI
IHOOPMALIMHOI BE3NEKU

PiBenp po3BuTKy Ta Oe3neka iHGOPMAIITHOTO CEpeqOBHINA, SIKI € OAHUMHU 3
HalBaroMimux (hakTopiB y BCIX cepax HAMIOHATBLHOT O€3MEeKH, aKTUBHO BILTUBAIOTH
Ha CTaH MOJITHYHOI, CKOHOMIYHOI Ta IHINMX CKJIaJOBHUX HAIlOHAJILHOI Oe3IeKH
VYkpainu. Y 3B'3Ky 3 IIUM JOLUIBHO PO3IIAAaTH 1H(POpMaLiiHy O6e3MeKy SIK CKIaJ0BY
1HIIMX cdep HalllOHAIBHOT O€3IeKH.

[Tin iHdopmariiiHo0 Oe3MeKo0 CIiJ PO3YMITH CTaH 3aXHIIEHOCTI XHUTTEBO
BOXXJIMBUX IHTEPECIB JIIOAMHU, CYCHIILCTBA 1 AEp)KaBU, MPHU SKOMY 3amo0iraeTbcs
HAHECEHHS IIKOIM Yepe3: HEMOBHOTY, HEBYACHICTh Ta HEBIPOTIAHICTh 1HGOpMAITii, 110
BUKOPUCTOBYEThCS; HETAaTUBHUM 1H(GOpPMAIlIMHUN BIUIMB, HETaTHMBHI HACIIJIKH
3aCTOCYBaHHS 1H(MOPMAIIMHUX TEXHOJOTIM; HECAHKI[IOHOBAHE PO3MOBCIOKEHHS,
BUKOPUCTAHHS, TMOPYIIEHHS LUIICHOCTI, KOH(MIJEHIIHHOCTI Ta JOCTYIHOCTI
iHbopMmaii [4].

B ocranHiii yac HIMPOKOi MOMYJSIPHOCTI Cepel] MOPYLIHUKIB 1H(GOpMAIitHOT
Oe3nexkn HaOyBa€ Takuil BUJA MPOTUIPABHOI MAISUIBHOCTI, SIK KOMII IOTE€pHA
3JIOYMHHICTH, TOOTO BIJITHOCHO MacOBE COIllaJibHE SIBUIIE, SKE IMOJISITAa€ B CYCILIBHO
HEOE3MEeUHUX JISHHAX, KOJIH €JIeKTPOHHO-00YHCITIOBAIbHI MAIlIMHUA, MEPEK1, CUCTEMH
Ta MpEACTaBICHA B HUX 1H(OpMAaIlis € 3HapsSaasIM abo IpeIMeTOM 3JT0YMHHUX [TiSTHb.

KpuminanmicTuuna xapakTepUCTUKA TAaKOTO BHUIY 3JI0OYMHHOCTI BiAPI3HIETHCS
BiJl BIJOMUX KPHUMIHATICTHYHIA HAyIll 3JI0YMHHUX IOCITaHb MEBHOIO CHEIUDIKO0.
B nepury gepry, 10 Hei MOBUHHI BXOJUTH KPUMIHATICTUYHO 3HAYMMI B1JIOMOCTI MPO
0co0y MpaBOMOpPYIIHMKA, MOTHBAIl] Ta Il HOTO 3JI0YMHHOI TOBEIIHKH, TUIIOBUX
crocobax, MpenaMerax 1 MiICHSX IOCATaHb, a TaKOX BIJOMOCTI TMPO TOTEPIILTY
CTOpOHY [2].

Jns Ttoro, moO 3amobiraTd MposiBAM  KOMIT IOTEPHOI 3J0YMHHOCTI B
MaliOyTHHOMY Ta JIETKO BUSIBIIATH MOPYIIHUKIB 1H(OpMAIIiHOT O€3MeKH, ICHY€ TaKHii
BU/JI PO3CIIIyBaIbHOI JiSUTBHOCTI, SIK KOMIT IOTEPHA KPUMIHAJIICTHKA.

KoMm’toTepHa KpuUMIHAIICTHKA TIPYHTYETbCS Ha MPUHIMUIN OOMIHY, SKHAN
CTBEPIDKYE, IO «KOJM O0'€KTH Ta MOBEPXHI BCTYMAOTh Y KOHTAKT OJUH 3 OIHHM,
BiIOYBA€ThCSI MEpEXpecHe NEPEHECEHHS MaTepialiB. B KOHTEKCTI Komm IOTEepHOT
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KPUMIHAJTICTUKU  JIFOJW, IICJIS BUKOPUCTAHHS 1H(OpMAIIHHO-KOMYHIKAIIIHHUX
texnonoriit (IKT), 3anumarots nudposi ciaiau. 30kpema, MOPYIIHUK 1HHOPMALIHHOT
6e3neku, sikuii BukopuctoBye IKT, Moxke 3amuimutu g poBi BIIOUTKH, SIKI MOXKYTb
PO3KpHUTH 1H(OPMAILIIO PO HUX.
OnHUM 3 OCHOBHMX CKJIQJIOBHX KOMIT IOTEPHOI KPUMIHAJICTHUKU € 301p JaHUX
MOPYIIHUKA lH(l)OpMaI_III/IHOI Oe3mnexku, TOOTO MpoIeC MOUIYKY HU(POBHUX CIIJIB 1
Bi3yaiizamii BIAMOBIAHOI 1H(OpMAaIi AJS JIOAWHU 13 HUPPOBUX MPHUCTPOIB 1 iX
nepudepiitHoro o0naHaHHS 1 HOCIIB.
Po3pi3HsI0Th 1Ba TUTH 300py JaHUX:
1. 306ip HeleTIUNX AaHUX, TOOTO TAKUX, IO 3aJUIIAOTHCS HE3MIHHUMH KOJIU
CHUCTeMa BHUMHUKA€ThCS ab0 3HecTpymimoeTbes. Lli nmaHi 3a3Buuail OTPUMYIOTH i3
3BUYaHUX (halJIiB JKOPCTKUX JIUCKIB, @ TAKOXK 13 (DaiJIiB MiAKAYKH, HEBUKOPUCTAHUX
MICITh KJIaCTEpiB AMCKY, HE3aWHSATOTO MPOCTOPY TUCKA.
2. 30ip NeTUMX MaHWX, TOOTO MJaHWX, SKI BHU3HAYAOTHCS SK JaHl
MPALIOI0Y0TO KOMIT I0TEPY, 1110 MOKYTh OyTH BTpadeHi MpU HOro BUKIIOYCHHI.
Takox y po3ciiyBaHHI KOMII' IOTEPHUX 3JIOUYMHIB BaXJIHUBY POJIb BIAITPalOTh
SIEM-cuctemMu, OCKUIBKM B pa3i 1HIIMAEGHTY BOHHM 3[aTHI HAJaTh BCIO HEOOXIAHY
J0Ka30By 0asy, MpUAATHY SK JJIsl BHYTPIIIHIX PO3CiAyBaHb, Tak 1 s cyay [1].
[Ipu omepyBanHi 1UGPOBUMU AOKa3aMH HEOOXiTHO JOTPUMYBATHCS TaKHX
npUHIUIIB [3]:
- mpouecu 30upaHHS 1 30epekeHHs IUM(POBUX JOKa3iB HE IMOBHHHI
MOPYIITyBaTH IIJTICHICTh ITUX JIOKa31B,;

- ocobu, SKi TPOBOJATH KPHUMIHAIICTUYHY OIIIHKY IIM(PpPOBUX JOKa3iB,
MOBUHHI OyTH (haxiBIIMHU B 111l 00J1aCT1;

- TpOoLIeCH BUJIYUYEHHS, OI[IHKH, 30epiranHs a0o rnepenadi mu@poBuX T0Ka31B
MOBUHHI OyTH 33JIOKYMEHTOBaHI, 30epekeHi 1 JOCTYMHI 1)1l Iepensiay;

Komrm'toTepHa KprMiHaJIICTHKa BUPIIITY€E Taki 3aBraHHs [3]:

- po3poOJICHHS TAKTUKH OIEPAaTHBHO-PO3IIYKOBUX 3aXOMIB Ta CIIIYUX JIiH,
MOB'SI3aHUX 3 KOMIT'FOTEPHOIO 1H(POpMAITi€to;

- CTBOPEHHS METOJIIB, allapaTHUX Ta IPOrpPaMHUX IHCTPYMEHTIB JUIsl 30MpaHHs
Ta AOCIIIKEHHS JOKa31B KOMI'IOTEPHUX 3JI0YMHIB;

- BCTAQHOBJICHHA  KPUMIHAJICTUYHUX  XapaKTEPUCTUK  IPABOMOPYIICHbD,
MOB'A3aHUX 13 KOMITFOTEPHOIO 1H(POpMAITI€TO.

OTxe, MOXHa 3pOOMTH BHCHOBOK, IO KOMITIOTEpHA KpPUMIHATICTHKA €
NPUKIIATHOK HAyKOI0 TMPO PO3KPUTTS Ta PO3CIiAyBaHHS 3JIOYMHIB, MOB'I3aHHUX 3
KOMI'FOTEPHOI0 1H(POPMAIIIEI0, TTPO METOAU OTPUMAHHS Ta JOCIIHKEHHS JI0Ka3iB, 110
MarwTh (GopMy KoMmm'torepHoi iH(opMaiii (Tak 3BaHUX HUGPOBUX JOKa3iB), IMPO
TEXHIYHI 3acO0M, IO 3aCTOCOBYIOTHCS A IhOTO. BOHA Jae 3Mory ornepaTruBHO
BUSIBJISITA MOPYIIHUKIB  1HGOpMaIliiHOi Oe3reku Ta 3amoliratd  371MCHEHHS
KOMIT IOTEPHHUX 3JI04HHIB, K1 MOCATAIOTH Ha 1H(POpMaliiiHy O0e3neKy B MallOy THHOMY.
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PO3POBKA CUCTEMM IS AHAJII3Y 3B'AA3KIB HA OCHOBI
I'PA®OBHUX PO3ITOAIJIEHUX BA3 JTAHUX

30ip Ta aHai3 BEIMKHX JAHUX € OJHUM 3 OCHOBHHMX HAIIPSMKIB PO3BUTKY
KOMIT FOTepHUX HayK. 3rigHo manux pecypcy EarthWeb.com y 2022 pori momHs
TeHEPYEThCS 2,5 KBIHTUIBHOHU O0alT ganux [1]. 31 30UIbIIEHHSIM KiJIbKOCTI JaHUX Ha
($h13WYHUX Ta XMAapHUX HOCISX MOCTAa€ HEOOXIHICTh Y CTPYKTYpPYBaHHI, arperarii 1ux
JaHUX 3 METOI MOAANBIIOr0 aHamizy. CXOBHINA JaHUX OUIBIIOCTI CHUCTEM, IO
OpIEHTOBaH1 Ha aBTOMAaTH3allil0 poOOTH Oi3HECY a00 HEKOMEPIIIMHUX OpraHizallii, He
MPUCTOCOBAHI JJIsl CKJIQJHUX OTIepPaIliii HaJl 3B’ SI3KaMH MK CyTHOCTSIMH MPEAMETHOI
oOmacrti. [HmeKcalis Ta MPOEKIIisl TAKOrO poAy AaHMX Ha rpadoBy MOJENb J103BOJISE
BUPIIIYBaTH PsJI aHATITUYHUX 3a]a4 OlIbll epeKTUBHUM criocoOom. [Ipobremoro €
CKJIQJIHICTh peasi3allii Takoi 1HJeKcallll, a TAKOXK MPOEKTYBaHHS Ta OOCIyrOBYBaHHS
rpadoBux 0a3 JaHUX.

Jani, mo 30epiraroTbcsi y CXOBHILAX CHUCTEM JUIsl aBTOMaru3ailii 6i3Hecy abo
HEKOMEPIIMHUX OpraHizaliid, y cBOil OLIBIIOCTI, HE BUKOPUCTOBYIOTHCS ISl aHATI3Y
Ta OPUUHATTA pimieHb. 3rigHo gociimkedns IDC y 2012 pom tineku 0,5% 13
3arajpHOl KUIBKOCTI IU(POBUX MaHUX Oyno mpoaHaiizoBaHO Ta 3% pO3MIYEHO
(30epexkeHo y mpuaaTHIA A0 aHamizy ¢opmi). 3a JaHUMHU AOCHixkeHb 23% ycix
M(PpoBUX JAaHUX € MPUIATHUMH 10 OOpoOKHU Ta aHamizy [2]. V mocmimkenusx 2020
poky, HaBoauThCs 20% gaHux mpuaaTHUX 10 aHamizy [3]. Ha ocHOBI 11i€1 cTaTuCTUKY,
MOXXHa 3pOOMTH BHCHOBOK, III0 Ha JaHUW MOMEHT OUIBIIICT JaHUX, IO
MPOAYKYIOTBCS BHACTIAOK MAISUIBHOCTI JIFOICTBA HE BHKOPHCTOBYIOTHCS, a JIUIIE
30epiraroThCsl Ha HOCIAX O€3 ’KOAHOTO 3aCTOCYBAaHHS. 3B1JCH, BUHUKAE HEOOX1IHICTD
CTBOPEHHSI TIEpU(PEPIMHUX CUCTEM HJisi 30€peKeHHS Ta arperailii JaHux HaWO1iIbII
MPUAATHAM IO aHATI3y YUHOM.

Metoto po3poOku cuctemu Oyno Hagatu eQeKTUBHUN iHTepdenc s
1HTErpyBaHHs IpadOBUX CXOBUII JAHUX B SKOCTI MepuepiiiHOro CXOBHILA 3 METOIO
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MOJANIBIIIOTO BUKOPHUCTAaHHS B aHAMTHYHUX IUIx. Cuctema Hamae iHTepdelic mis
3aJjaHHsl JOMEHHOi oOnacH1 B rpadoBiii Moaeni BepmMHU-3B’s13ku 1 Hagae REST Tta
GraphQL API nns B3aemonii 3 rpadoBum cxoBumieM. [HTepdeiicu s 3amucy Ta
YUTaHHS JaHUX ClHenu(iKoBaHl 3a BIAKPUTUMHU CTaHJApTaMH, M0 JO03BOJISE
reHepyBaTH KIIEHTCHKHUI MPOTrpaMHUNA KOJI.

Po3pob11i mporpaMHOTO MPOAYKTY MEpeayBaiu AOCTIIKEHHS THUIIIB CXOBHII,
IO MiATPUMYIOTh 30€peKeHHs rpaoOBUX JaHUX Ta MICTATH 1HTep(enc Uit 3auTIB 3
BUKOPUCTAHHSIM alropuTMiB Ha rpadax. B sAKOCTI OCHOBHOTO THIy CXOBHIIA
rpadoBux 6a3 gaHux Oyjg0 OOpaHO CepeoBHUINE YMNpaBIiHHSA O0azamu JaHux Neodj,
o 3a nanumu pecypey DB-Engines Ha 2022 pik € HalO1Ib11 BUKOPUCTAHOIO 0a3010
nanux cepen asanoriB [4]. Cepen ananoriB posniipanucs Microsoft SQL Server
(pensmivina 0a3a nanux), RedisGraph (6a3a maHMX THUMY «KJIIOY-3HAUCHHS») Ta
AgangoDB (moxymeHTo-opieHTOBaHa 0a3a JaHUX).

Apxitektypa Neo4] po3poOieHa sl ONTUMAIBHOTO YIIPABIIHHSA, 30€peKeHHS
Ta itepauii nmo enemeHtam rpadoBoi ctpykrypu [5]. Onun exzemiuisip Neod) moxe
MICTUTH JI€AKy KUIbKICTh rpadiB/06a3 maHuX, 110 130JbOBaHI Ha piBHI (QailiniB Ha
mucky. Jlns xoxxHOro rpady Neod] 30epirae (aitmn 3 BeprimHAMH, 3B’ SI3KaMH,
BJIACTUBOCTSIMU, CTPOKOBMMH BJIACTUBOCTSIMU, MacMBaMH Ta iHJAeKcamu. Bci mani
30epiraroThCsl y BUIVISAL 3B A3HHUX CIHUCKIB 00’€KTIB (pikcoBaHoro posmipy. Koxen
00’ €KT THITIB BEPILIMHA Ta 3B A30K MICTUTb IMOCUJIAHHS Ha MEPIINi 00’ €KT 3B’ S13aHOTO
CIHUCKY BIacTUBOCTe. KokeH 00’€KT BEpIIMHM TaKOXX MICTUTh MOCHWJIAHHS Ha
3B’sI3aHU CIIMCOK 00’€KTiB 3B A30K. KOXKHa 3B’s3Ka MICTHUTH MOCWJIAHHSA HA Bl
BepinHU rpada (y BUIVISAIAI OpIEHTOBAHOTO pedpa rpada — Mmoyarok Ta KiHEIb), a
TaKOXK TOCWJIAHHSA Ha TOMEPEeIHI0 Ta HACTYMHY 3B S3KY UIsI IIUX JIBOX BEPIINH
BiAnmoBigHO. PazoM 3 1um, Neo4dj 30epirae ¢aitn 3 iHIEKCaMH — MOCUJIAHHSMH Ha
BEpIIMHU Ta pedpa — IJis IMIBUIKOTO JOCTYIY IO BIAMOBIIHMX 00’€kTiB [6]. Takuit
MiaXia 10 30epexeHHs rpadoBUX MaHUX O3BOJSE YHUKHYTH JAOAATKOBUX OTIEpPAIliid
HaJ JAaHUMU TpU 3anuTax (HaOpWKiIaa, 3’€IHAHHS) 1 MPOBOAUTH 00xia Tpada
HANOUIBLI MPUPOAHIM CIIOCOOOM.

Mogoro 3amutiB Neo4j € moBa Cypher, Ha OCHOBI sKOi OynO PO3pOOICHO
craagapt openCypher. Ile poouts Neo4j cyMiCHIM 3 CHCTEMaMu, IO 3BEPTAIOTHCS
10 cxoBumla rpadoBuX gaHuX 3 BUKopucTaHHSAM openCypher. Takox BaXIMBUM
(dakTopoM Ha KOPUCTH BUKOpHUCTaHHA Neo4] € miarpumka npotokoiay GraphQL.

[Tix gac po3poOku cucTeMu i 300py Ta aHaNi3y JaHUX 3B’S3KIB Ha OCHOBI
rpadoBUX PO3MOAUICHNX 0a3 HaHuX OyJ10 BUPIIIEHO HACTYITHI 3a/1a4i:

® CTBOpEHHS CEepBICY Il 30€pEKECHHS AaHUX MPO TEHATH, KOPHCTYBadiB Ta
CIIUCKH JIOCTYILY;

CTBOPEHHSI CEPBICY I 30€peKEHHS METaJaHUX MPOEKTIB;

CTBOPEHHS CEepBiCy JJIsl OTPUMAaHHS Ta BaTiallii JaHUX;

CTBOPEHHS CEepBiCy s 30epeKEeHHS BXITHUX JAHUX Y CXOBUIIIE;

CTBOpEHHS CepBiCy AJIs HalaHHs 1HTepdeiicy TOCTyIy 10 rpa@OBHUX AAHUX;
po3po0Ka anropuTMy TeHepallii crienudikaiii MepexeBux iHTEp(hEnciB 3
BukopuctanusaMm ctannaptis OpenAPI ta SDL [7, 8];
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e po3poOKka Bamijailii Ta TPAHCIHAIII 3aMUTIB HA YHTAHHS Ta 3aluC JaHUX Yy

rpadoBe CXOBHIIIE;

e ymakoBka cuctemMu y Kubernetes kimactep 3 METOI PpO3TOPTaHHS Y

XMapHOMY cepenoBuii (puc. 1).

Jlana po3poOka CTBOpeHa K IS TIEPCOHAIBHOTO TaK i JJIsi KOPIIOPATHBHOTO
BKUTKY. KopucTyBaui cucteMu MarwTh IIUPOKI MOXKIMBOCTI JJig 1HTEerparii
PO3p00JIeHOT CUCTeMH Il 30UIBIICHHS aHAIITUYHOI IIHHOCTI AaHux. [Ipuknanamu
IHTerpamii MOXYTb BHUCTYNAaTH CHCTEMH [JIi 300py COIOJIOTIYHUX JaHUX,
010miorpadiyHUX JaHUX, CTATUCTUKM BUKOPUCTAHHS MPOTPAMHHUX MPOIYKTIB,
CEMaHTUYHUH aHa3 MEPEKEBUX PECYPCIB, TOIIO.

B O

Identity DB

@

Docker
Host

Metadata DB

Metadata Cache

ay API Gateway

)
7
[ =

InputProcessor Event Bus

API

Web
Application

Pucynok 1 — BapiaHT po3ropraHHsi CHCTEMH 3 TEXHOJIOT1i OpKecTparii
koHTelHepiB Kubernetes.

[IponoBkeHHs TOCTIKEeHb Y JaHii ramxys3i J0MOMOXe MOKPAIUTH CTBOPEHUIN
OPOAYKT UUISIXOM JOJaBaHHSA MIATPUMKHM 1HIIMX THITB CXOBHI JAaHUX Ta
PO3UIMPEHHS] CIKMCKY MIJITPUMYBaHUX TMPOTOKOJIB MepexeBoi B3aemomnii. [lana
po3poOka Moxe OyTH BHUKOPUCTAHA SIK OCHOBa JUIsl JOCHIKEHb Yy Taiy3sx
MaITMHHOTO HABYAHHS Ta aHaJI3y BEJIMKUX JTaHHX.

Jliteparypa:
1. Wise J. How Much Data Is Created Every Day in 2022? [Enextponnuii pecypc] /
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Dipman 120p Bonooumuposuu, cmyoeum cneyianvnocmi « Kibepbesnexay,
4 kypc Hayionanvnuu ynisepcumem «JIvsiecoka nonimexuikay, m. Jlvsis

Hayxoeuii kepienuk: /[youxesuu B.b., 0okmop mexuiunux Hayx, npogecop,
3asiodysau xageopu 3axucmy ingopmayii Hayionanvroeo ynisepcumemy
«/lvsiecoka nonimexuikay, m. Jlveie

3ABE3MNEYEHHSA BE3NEKU IHOOPMAILIL 3A JOITOMOI'OIO
INA®PYBAHHS TA TOKEHI3AIII TA IXHI BIZIIMIHHOCTI

Jlani y cyyacHOMy CBITI IIe CBOe€piaHe 30510T0. ChOroaHi BCl MiANPUEMCTBA,
BEJIMKI YU MaJti, TIEBHOIO MipOI0 30MparoTh, 30€piratoThb, OTPUMYIOTH 200 TIEPENAr0Th
gani. | He3anmexHO Big TOro, SKWAW TPUCTPIH, TEXHOJOTIS YU MPOLEC
BUKOPUCTOBYIOThCSl JUIsl KepyBaHHsA, 30epiraHHs 4u 300py, I JaHI MalTh OyTH
3axuineHi. JJs npukiiany, yepes 3J04YMHHY JisJIbHICTh T00albHI IUIATIXKHI CUCTEMU
IIOPIYHO BTpadaroTh Oibie 11 MimbapaiB monapis [1].

besneka qanux — 1e HaO1p cTaHAAPTIB 1 TEXHOJIOTIH, TPU3HAYEHUX IS 3aXUCTY
mie€i nudpoBoi 1HGopMalii BiJ HECAHKIIIOHOBAHOTO JOCTYIY, ITOIIKOJKEHHS a0o
KPaJDKKH MPOTATOM YChOTO ii KUTTEBOTO LUKIY. [Ipu mpaBuiIbHOMY 3acTOCYBaHHI
HaJIAHI ~ cTparerii O€3MeKW JaHWX 3axUIaloTh aKTUBU  OpraHizaiii  Bif
K10€p37I0YMHHOT AISITBHOCTI, a TAKOX BiJ BHYTPIIIHIX 3arp03 1 JIIOACHKUX MOMHIIIOK.

Xoua Oes3neka JaHMX OXOIUTIOE BCl acmekTd 1H(opMaiiiHOl Oe3meKku, MU
00OMEKXMMO Hallle 0OrOBOPEHHsI pilICHHSIMHU 175 mu@pyBaHHs Qaitni 1 0a3 nanux. Li
pIIIEHHA CIy>KaThb OCTAHHBOIO JIHIEIO 3axHUCTy KOH(pimeHiHHOI 1HpopMmariii,
NPUXOBYIOUM 1i BMICT 3a JOMOMOro0 mudpyBaHHsS abo TokeHizamii. PosmisHemo
JIeTaIBHIIIE IBa TEPMiHHU, TIOB’ s13aH1 3 0E3MEKO0 JTaHMX.
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[udpyBanHd AaHUX — L€ TEPMiH, IO TO3HAYA€ MPOLEC BUKOPUCTAHHS
aNTOPUTMY Ul TMEPETBOPEHHSI 3BUYAMHOI TEKCTOBOI iHGopmarllii B HeUYUTAOETbHY
dbopmy, sika Ha3WBaEThCs 3amudpoBaHuM TekcToM. lleit 3ammdpoBaHmii TEKCT
reHepyeThCsl 3a jgomoMororo kioua muppysanHsa. [[o6 posmmdpysatu 1eit
HEUYNWTAaHUN TEKCT A0 HOro BUXIAHOTO (opmary 3BHUAHHOTO TEKCTY, 3HAAOOUTHCS
AJTOPUTM 1 KIII0Y ISP pyBaHHS.

IcHye 1Ba OCHOBHUX MIAXOAM /10 MM PYBAHHS:

e CumMmerpuuyHe kJIW4Y0Be mHdpyBanHusa. Y mudpyBaHHI CUMETPUUYHUM
KJIFOYEM OJMH KJIOY BUKOPUCTOBYETHCA K i IUGPYBaHHS, Tak 1 JUIs
nemudpyBanHs iHdopmartii. Lleit MmeTon aHaIOrYHUN KITFOUY, 32 IOITOMOTOO
SKOTO MOXKHA 3aMHUKaTH Ta BIJIMUKATH ABepl OyIUHKY. IcTOTHMI Hemomik
IHOTO MU(GPYBAHHS TOJIATAE B TOMY, IO SKIINO KJIFOY 3JIAMAaHHM, BIH MOXKE
PO30JI0KyBaTH BCi JJaHi, sIKI BUKOPUCTOBYBABCS JIJISl 3aXHCTY.

e IlludppyBannss 3 acuMeTpMYHUM KJI04eM (a0o0 muppyBaHHA 3
BiikpuTuM KJjrodem). lleii MeTon BUKOPUCTOBYE J1Ba PI3HUX KOl JIS
mudpyBanHs Ta aemudpyBands. s 6oporsdu 3 mpobaeMoro, MOB’ I3aHOKO
13 CKOMIIDOMETOBAaHMM  KJo4eM, OyJo  po3poOJeHO  acUMETpUYHE
mudpyBaHHS KJIt04Ya, 100 JO03BOJIUTH KIJILKOM CTOPOHAM OOMIHIOBATHUCS
3amru(poBaHUMHU JTAaHUMH, HE KEPYIOUd THM CaMHUM KJto4eM HIU(pyBaHHS.
Kpim Toro, meW BIIKpUTHUN KIIOY MOXHA BUIBHO PO3MOBCIOMKYBATH,
OCKUIBKH BIH JIUIIIE OJOKY€E JaH1 1 HIKOJIM HE pO30JIOKYE iX.

Toxenizamisi K TEPMiH MOXOAUTH B CTaHAApTy OE3MEKH NaHUX 1HIYCTpIi
miarbkanx kaptok (PCI DSS). Ile pisHoBua mudpyBanHs, SKUA TOJATAE Y TPOIEci
MEPETBOPCHHS 3HAUYYIIOiI YACTHHHM JIaHWX Y BUITAJIKOBUH PSIIOK CHUMBOJIB, SKHMA
HA3WBAETHCS MapKepoM. Mapkep HE Ma€ 3Ha4ymoi I[IHHOCTI 1 CIIYXUTh JIUIIE
3aMiHOI0 (pakTHyHUX AaHuX. OFHAK BU HE MOXKETE€ BUKOPHCTOBYBATH HOTO IS
BrajlyBaHHsl BUXIJHHMX JaHUX y pa3l mopymieHHs. Lle ToMy, mo TokeHi3aiis, Ha
BIIMIHY BiJ ImH(pyBaHHA, HE BHUKOPUCTOBYE KpHUOTOrpadiyHUN MeTox IS
nepeTBopeHHs KoHpiaeHI1HHOT 1HbOopMaIlii B 3arudpoBaHUM TEKCT.

Komen anropuT™ 4m KJIFO4 HE MOKHA 3MIHUTHU, 1100 OTPUMAaTH BUXIJHI JaHI.
3aMicTh IILOTO TOKEHI3allisi BUKOPUCTOBYE 0a3zy JaHMX CXOBHIIA MapKepiB, sKa
30epirae 3B’S30K MDK MapKepoM 1 KOH(QIICHIINHUM 3HA4eHHSM. 3a Oa)KaHHSM,
pealibHl JaHI B CXOBHIII MOXYTh OYyTH JOJATKOBO 3aXMIIEHI 3a JIOMOMOTOIO
mudpyBaHHs, 110 3a0e31euye MOABIMHUMN pIBEHb OE3MEKH TaHKX.

JluzaifH TOKEHAa TAaKOXK BU3HAYAETHCS HAJICKHUM YUHOM, MO0 3poOWTH HOTO
OB KOPUCHUM 1 3pyYHUM I KOpUCTyBadiB. Hampukiana, Kojau BH OTpUMYETE Ha
CBiif TeneoH MOBIAOMICHHS MPO Oyab-SKy OHJIAMH-TPaH3aKLil0, OCTaHHI YOTHUPU
muppun  MOXyTh OyTu 30epexkeHi B Mapkepi. TokeHi3oBaHuii Homep Oyne
BIIOOPAKATHUCS SIK (¥ FAHFAIEXR] DAy

[{e poOuTHCS TOMY, ITI0 BU MOYKETE TOOAYUTH MOCHIAHHS Ha (PaKTUIHUI HOMEP
0aHKIBCHKOTO paxyHKy a00 HOMEp KapTKH, sika BUKOPUCTOBYETHCS ISl OIUIaTH. Y
TaKOMy BHIIQJIKy 3 METOIO O€3MeKH MpOAABElb Ma€ JMIIE TOKEH, a HEe peajbHUi
HOMEpP KapTKHU.

HaiinommupeHimuM 3acTOCYBaHHSIM TOKEHI3allll € 3aXWCT JaHUX IUIATLHKHUX
kapTok. lle momomarae mpopaBIsIM 3MEHIIMTH CBOi 3000B’S3aHHS BIIIOBIIHO [0
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BUMOT CTaHAapTy Oe3MeKH JaHUX 1HAYCTPIi MJIATIKHUX KapTOK, po3podneHuit Pagoro
31 craHgapTiB Oe3neku iHaycTpii miaTbkaux kaprok (Payment Card Industry Security
Standards Council, PCI SSC). [{ns1 06poOku KapTKOBOTO IIJIaTEXy TOKEH MEPEIa€ThCs
B CXOBHIIE, JI€ 1HAEKC BHUKOPUCTOBYETHCSIJIA OTPUMAHHS BiIMOBIAHOTO PEATBbHOTO
3HAYE€HHS I[bOTO TOKEHA Ui Tpolecy aBropu3allii. JJis KiHIEBOr0 KOPUCTyBaua LIS
orepailisi BUKOHYETbCS Opay3epoM ado MporpaMoro MaiKe MUTTEBO.

Tokenn Bce 4dacTilie BUKOPUCTOBYIOTbCS JUIsl 3aXHUCTy IHIIUX THIIB
KoHGIIeHIIHOT  a0o  imeHTUikamiiiHOT  1HQoOpMallii, BKIIOYAOYM  aJAPECH
€JICKTPOHHO1 MOIITH, HOMEPH Tele(OHIB, HOMEpU PaxyHKIB, BOJIIMCHKI TTOCBIIYECHHS,
HOMEPH COIiaTbHOTO CTpaxyBaHHS TOIIIO.

PizHuus Mik In(ppyBaHHAM Ta TOKEHI3ali€cI0
[[IndpyBanHa Ta TOKEHi3allis PI3HATHCS OararbMa crioco0amu, aje OCHOBHA
BIIMIHHICTh MIDK HUMH TIOJISITAE B METO/I1 3aXUCTY, SKUH BUKOPUCTOBYE KOXKEH. Y TOM
yac SIK TOKEHI3allisi BUKOPUCTOBYE MapKep s 3aXUCTy JaHHUX, MHQPpyBaHHS
BUKOPHUCTOBYE KITIOY.
JIJis neTanbHIIoro MOPiBHIHHS PO3MISIHEMO HACTYITHI MYHKTH:

e [lludpysanns nerko macmTaOyBaTH JJisl BEJIMKUX 00CSTIB JaHUX, OCKUIBKHA BOHO
BUKOPUCTOBYE KJIt0Ul JyuIs mudpyBaHHs abo aemmdpyBaHHs naHuX. Tofdl sk 3a
JIOTIOMOTOK0 TOKEHi3allli JOCUTh Ba)KKO O€3MeYHO MaciiTalyBaTH, 30epirarodu
MOKa3HUKH MPOAYKTUBHOCTI, OCKUIBKU 0a3a TaHUX 301IbIITYETHCS B PO3MIPI.

e Mu MOXXeMO BUKOPHCTOBYBATH MU(DpyBaHHS K JJIs1 CTPYKTYPOBAHHX ITOJIB, TaK
1 Uil HECTPYKTypOBaHMX JaHuUX (Hampukian, um ¢ainu). Hasnaxwy,
TOKEHI3aI[1}0 MOKHA BUKOPUCTOBYBATH JIUIIE IS TIOJIB CTPYKTYPOBAHUX JaHUX
(HampuKiIa, INIATHKHUX KapTOK a00 HOMEPIB COLIaJIbHOTO CTPAXyBaHH).

e Xoua mudpyBaHHS TMOJerurye oOMiH KOH(IASHIIMHUMU JaHUMHU 3 TPETIMHU
CTOpOHaMH (SIKI MaroTh K04 IMMGPyBaHHS), TOKEHI3allisl YCKJIaIHIOE OOMiH
JaHUMH, OCKUIBKH BHMAarae mpsSMOro JOCTYIy IO CXOBHIa MapKepiB, IO
BiJIoOpa)kae 3HaYCHHSI MapKePiB.

e OpaHuM 13 HEJOMIKIB MHU(PYBAHHS AAHUX € TE, II0 BOHO MOPYIIYye Taki PyHKII],
K COpPTYBaHHSA Ta TOWIYK. 3 II€0 METOI Oyau po3poOieHi HOBI CXeMHU
mQpyBaHHs, K1 30epiratloTe popmar 1 JOCTYIHI AJS MOUIYKY, 00 3aXUCTUTH
iHpopMmarito 0Oe3 mkoau Ui (YHKIIOHAJbHUX MOXKIMBOCTEH KIHIIEBOTO
KOpUCTyBada. Xoua TakKi CXeMH MarOTh KOMIIPOMIC 13 MEHIIOK MIIHICTIO
mudpyBaHHs. 3a JOTIOMOTOI0 TOKEHI3aIli1 BU MOXKETe MiaATpuMyBatu opmar 6e3
[IKOAX 11 O€3MEKN.

e 3a jonoMorow mudpyBaHHS BUXIAHI J1aHl 3aJMINAIOTh OpraHizalliio, ajie B
3amudpoBaHOMY BUIVISAAI. ToAl SK MpH TOKEHI3allli BUXIJHI JaHI HIKOJIM HE
3QJIMIIAIOTh OPTaHi3allito, 110 33J0BOJIbHSE TIEBHI BUMOTH BiIMOBIAHOCTI.

OckUIbKM Bce OUIbINE MIAMPUEMCTB MPOAOBKYIOTh NMEPEHOCUTH CBOi JaHl B
XMapy, Taki METO/IM 3aXUCTY JIaHUX, K MHU(PyBaHHS Ta TOKEHI3allis, OyIyTh IIUPOKO
BUKOPUCTOBYBATUCA ISl 3aXHMCTy JIaHUX, 110 30epiraroTbesi B XMapHUX cepBicax. Lli
3axoAu O€3MeKH € HaJIWHUMHU TO-CBOEMY, KOXEH 3 SIKMX Ma€ CBOi MepeBaru Ta
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Henoiiku. [Ipore oOuaBa BOHM MarOTh OJHAKOBY IIIHHICTh y 3a0e3NedeHH1 Oe3reKu
1u(POBOTO CBITY 5K JUIS MIAIPUEMCTB, TaK 1 AJs KIHIEBUX KOPUCTYBayiB.
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BUKOPUCTAHHSA «MINECRAFT» U1 BUBYEHHSA
JIOI'TYHUX EJIEMEHTIB

«Minecrafty — ne HalnomynspHilIa rpa B JKaHpl “HICOYHMLS, B SIKIA
KOPUCTYBau HE Mae oOMeXeHb Ay cBoix Aiil. I[licoununs — skaHp Bigeoirop, e
rpaBellb Ma€ MOXIIMBICTh CTBOPIOBATH, 3MIHIOBAaTH a0O 3HUIIYBAaTH CBOE OTOYCHHS.
«Minecrafty HanexuTh A0 1rop 3 HAMIIKMPIIOW ayIuTOpi€El0 1 BH3HAHA
HAWIpPOIaBaHIIIOK BiACOrpolo B icTopli. TyT MOXHa sIK 1 OyyBaTH, TaK 1 3Maratucs 3
IHIIMMH JIFOJIbMH Y TaK 3BaHUX «MiHI-IFpax» Ha pi3HOMaHITHUX cepBepax. AJie s rpa
HepeayciM Ja€e 3MOT'Y BUPa3UTH CBOIO KPEATUBHICTb.

B «Minecrafty TakoX I1CHYIOTh MEXaHI3MH, SIKI SIBISIOTH COOOK aHajor
€JIEKTPUYHOIO CTpPyMy, ajlé B JIOCUTh cCHpouieHoMy Bumnsial. Hampuxman, B
«Minecraft» a6o € curnain, abo Horo Hemae. He icHye moHATTS “cTpym”, “Hampyra”,
“omip”, aje € cujia CUTHAIYy, sika ckiagae 15 onuuwuilp. [[o0 mogoBXHUTH CUTHAI,
MOKHA BHMKOpUCTOBYyBatu ‘‘PenctoyHoBuii moBroproBau”. s 3’€qHaHHS PI3HUX
CX€M, BHKOPHUCTOBYIOTh “Pencroyn”. ['eHeparopoM CUTHAIy BHCTYNAKOTh PEICTOYH
(ake, OJIOK peACTOYHY, BaX1JIb, KHOIIKA, HATUCKHA TUINTA, IETEKTOP JICHHOTO CBITA,
aje BUKOPUCTOBYIOTb B OCHOBHOMY TIJIbKM TpHU TeHeparopu (peacTtoyH ¢akedn,
BaX1J1b, KHOMIKA). [ eHEepaTOpoM cHrHaidy TakoX Moke OyTH KOMIIaparop, sSIKHH MOXKe
JETEKTYBaTH CUTHAJ 31 CKPUHBbKH, BOPOHKH Ta 1HIIUX OJIOKIB, B SIKI MOXKHA IMOKJIACTH
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skich nipeameTtu (puc 1). Kommaparop Takok mMae 3/1aTHICTh MOPIBHIOBATH CUTHAN 3
IBOX BXOIB (puc. 2). @opMyna MopiBHIHHS y KoMIlaparopa HaBeneHa y popmyii (1).

Buxig = Bxig b — Bxig A. (1)

Pucynok 1 — @ikcyBaHHS KOMIIapaTOpoM IPEIMETa 3 BOPOHKU

Buxin
Cuna 1
-
o,
= Bxin b

Ei Crra CHrHany ckrazae 3
N -

Pucynok 2 — Pexxum nopiBHSHHS y KOMIIaparopa

Mexanika pencroyny B «Minecraft» 103BojIsie HAM CTBOPIOBATH PI3HOMAHITHI
JIOT14HI CXE€MH, SIKI MM BUKOPUCTOBYEMO B >XUTTI. Hampukiian B «Minecrafty moxHa
nooymyBatu Joriuauii enement I, AbBO, HI, Bukmoune AbO, ABO-HI, I-HI 1 1xm1.
Hagpenenuii npuxnaa npeacTaBieHuid Ha puc. 3. Bcel mi eleMeHTH IpaliorTh Tak
camo, SIK 1 B peaJIbHMX CXEMax, IO JIa€ HaM 3MOT'y BUKOPHCTOBYBATH IPO